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Abstract. A secret sharing scheme is a method for securing confidential data by distributing it among a group of partici-
pants in the form of several shares. This study examines the construction of a secret sharing scheme based on free bivariate
skew polynomials, which offers flexibility in determining the threshold for reconstructing the secret data. Compared to
the scheme based on regular bivariate polynomials, the proposed approach provides a more efficient secret reconstruction
process, although the share generation requires more complex computational steps.
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1 Introduction

A secret sharing scheme is a method for securing confidential data among a group of participants by
dividing it into several pieces of data called shares. The secret data can be reconstructed only when a
certain number of participants, satisfying specific criteria, combine their shares. Secret sharing plays
an important role in various cryptographic applications, including secure data storage, distributed
systems, and secure multiparty computation.

The first and most influential secret sharing scheme was introduced by Shamir in 1979, known
as the (k,n) threshold scheme [16]. This scheme is based on the concept of univariate polynomial
interpolation over a finite field. In this scheme, the secret s is represented as the constant term of
a random polynomial f (x) of degree k − 1. Each share si is constructed by selecting distinct bi and
evaluating f (x) at bi , so that si takes the form (bi , f (bi)). The secret s is then recovered by interpo-
lating to obtain the polynomial f (x) and evaluating f (0) = s. In the same year, Blakley proposed an
alternative secret sharing scheme based on geometric principles, where the secret is recovered as the
intersection point of hyperplanes in multidimensional space [4].

Following these seminal works, several secret sharing schemes based on different algebraic frame-
works have been proposed. Brickell developed ideal secret sharing schemes using linear algebraic
constructions [5]. Later, Massey established a close connection between secret sharing and linear
codes, leading to code-based secret sharing schemes whose reconstruction relies on linear algebra
over finite fields [11]. These linear secret sharing schemes subsequently became fundamental tools
in secure multiparty computation, as shown by Cramer et al. [6].

This research is supported by the PPMI Institut Teknologi Bandung grant FMIPA.PPMI-KK-PN-07-2025, contract
number 1G/IT1.CO2/KU/2025.
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In parallel with the development of secret sharing schemes, non-commutative algebraic structures
have attracted increasing attention in cryptography. A fundamental concept in this area is the theory
of skew polynomial rings introduced by Ore [14], where polynomial multiplication is twisted by an
automorphism. Skew polynomials play a central role in modern coding theory, particularly in the
construction of rank-metric codes such as Gabidulin codes and their generalizations [8]. These codes
are based on linearized or skew polynomials and have found important applications in code-based
cryptography and post-quantum cryptographic constructions [13].

Beyond coding-theoretic applications, non-commutative polynomial rings have also been studied
extensively from an algebraic persepective. Recent work has invertigated fundamental properties
of polynomial rings over finite fields, including finiteness conditions for non-commutative Gröbner
bases, as studied by Diop and Mesmoudi [7]. Related structural aspects of ring-theoretic properties
have also been explored, such as conditions under which generalized notions of primeness coincide
with classical prime ideals [3], as well as investigations into algebraic decompositions and nilpotent
behaviors in commutative and non-commutative ring settings [2]. These results provide important
algebraic foundations supporting the study of skew polynomial constructions.

Non-commutative algebraic techniques have also been explored in other cryptographic domains.
For instance, the learning with errors (LWE) problem introduced by Regev [15] forms the basis of
lattice-based cryptography. In symmetric cryptography and authentication, non-commutative alge-
braic constructions have also been proposed to enhance security by increasing algebraic complexity
and resistance to certain classes of attacks [9].

Within the context of non-commutative polynomial structures, Zhang designed a secret sharing
scheme using a skew polynomial ring [17]. The non-commutative nature of the polynomial multi-
plication introduces additional complexity due to the involvement of an automorphism σ . Further-
more, specific definitions for evaluation and interpolation are required, which increase computa-
tional complexity. Martínez-Peñas and Kschischang further extended the concept of evaluation and
interpolation from univariate to multivariate cases [12].

In the commutative polynomial structure, Hartanto and Sutjijana developed a secret sharing scheme
using multivariate polynomials, which generalizes Shamir’s scheme [10]. This scheme, however, has
a limitation in terms of threshold flexibility, where the threshold k depends on the number of vari-
ables m and the total degree n, given by k =

(n+m
n

)
.

Based on the above studies, we propose a secret sharing scheme that utilizes free bivariate skew
polynomials (two variables). This scheme combines the advantages of the non-commutative bivariate
polynomial structure following the evaluation and interpolation framework of Martínez-Peñas and
Kschischang, while maintaining the threshold flexibility k as in the design of Hartanto and Sutjijana.

The remainder of this paper is organized as follows. Section 2 introduces free bivariate skew
polynomials as defined by Martínez-Peñas and Kschischang. Section 3 presents the main results of
this work. Section 4 presents a security analysis of the proposed scheme and a comparison of its
computational complexity with the bivariate scheme of Hartanto and Sutjijana. Finally, Section 5
concludes the paper.

2 Free Bivariate Skew Polynomials and Vandermonde Interpolation

In this section, we present the related definitions and theories of free bivariate skew polynomials
based on previous studies. The term free in the polynomials used here refers to their construction
from a free monoid.

Let x,y be distinct characters and let M be the set of all finite strings composed of x and y, in-
cluding the empty string (without characters), denoted by 1. The setM forms a free monoid on {x,y}
under concatenation with identity 1. Each element m ∈ M is called a monomial, and the degree of
m, denoted by deg(m), represents its length.
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Let R be a left vector space over a division ring F with basisM. Each f ∈ R can be written as a
unique linear combination

f =
∑
m∈M

cmm,

with cm ∈ F and cm = 0 except for finitely many monomials. Each element f ∈ R is called a bivariate
polynomial, and the degree of f , denoted by deg(f ), is the maximum degree of the monomials m ∈M
with cm , 0, if f , 0. We define deg(f ) =∞ if f = 0.

Let σ1,σ2 : F → F be automorphisms and define a map σ : F → F
2×2 over F . Each form

σ (a) =
(
σ1(a) 0

0 σ2(a)

)
is called a morphism matrix, and denote the following two-dimensional column vector as follows:

x =
(
x
y

)
∈ F 2.

Definition 2.1. [12] (Free Bivariate Skew Polynomial Ring) Let F be a division ring with morphism
matrix σ over F . F [x;σ ] is the free bivariate skew polynomial ring with ordinary vector addition and
left scalar multiplication. For the right multiplication:

x · a = σ (a) · x, for all a ∈ F .

Let f (x,y) =
∑

m∈M cmm be a polynomial in F [x;σ ]. The σ -evaluation of f (x,y) at a vector a =
(x,y) ∈ F 2 is defined as

f (a) = Eσ
a (f ) =

∑
m∈M

cmN
σ
m(a),

where Nσ
m is called a fundamental function and is computed recursively in the following theorem.

Theorem 2.2. [12] (Monomial Evaluation on the Free Bivariate Skew Polynomial Ring) The σ -
evaluation fundamental functions are defined as

Nσ
m = Nm : F 2 −→ F , for all m ∈M.

These fundamental functions are given recursively as follows:

N1(a) = 1

and (
Nxm(a)
Nym(a)

)
= σ (Nm(a)) · a

for all a ∈ F 2.

Definition 2.3. [12] (Zeros Set of Skew Polynomials) Let A ⊆ F [x;σ ], the zeros set of A is defined
as

Z(A) = {a ∈ F 2|f (a) = 0,∀f ∈ A)}.

Let Ω ⊆ F
2, the ideal associated with Ω is defined as

I(Ω) = {f ∈ F [x;σ ]|f (a) = 0,∀a ∈Ω}.
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Definition 2.4. [12] (P-closed) Let Ω ⊆ F
2, the P-closure is defined as

Ω = Z(I(Ω))

and Ω is called P-closed if Ω = Ω.

Definition 2.5. [12] (P-generator) Let Ω ⊆ F
2 be a P-closed set. A subset G ⊆ Ω generates Ω if

G = Ω. In this case, G is called a P-generator of Ω. Moreover, Ω is said to be finitely generated if it
has a finite P-generator.

Definition 2.6. [12] (P-independence) A vector a ∈ F 2 is P-independence from Ω ⊆ F
2 if a <Ω. A

set Ω ⊆ F
2 is called P-independence if each a ∈Ω is P-independence from Ω \ {a} or a <Ω \ {a}.

Definition 2.7. [12] (P-basis) Let Ω ⊆ F
2 be a P-closed set, and let B ⊆Ω be called a P-basis if B is

P-independence and P-generator.

Definition 2.8. [1] (Degree Lexicographical Order) LetM be the set of monomials with basis x and
y.
The degree lexicographical order or deglex onM with x ≺deglex y is defined as follows.
For each m,m′ ∈M define

m ≺deglex m′ ⇐⇒


deg(m) < deg(m′),

or

deg(m) = deg(m′) and there exists a leftmost differing basis

at the same position, where m1 in m and m′1 in m′ satisfy m1 ≺deglex m′1.

The following theorem ensures the existence of an interpolation polynomial for any set of vectors
forming a P-basis.

Theorem 2.9. [12] Let Ω ⊆ F
2 be a finitely generated P-closed set with a finite P-basis B = {b1,b2, ...,bM}.

The following statements hold:

1. If Eσ
B (f ) = Eσ

B (g), then Eσ
Ω

(f ) = Eσ
Ω

(g), for all f ,g ∈ F [x;σ ]. That is, the values of a skew polyno-
mial function f : Ω −→ F are uniquely determined by f (b1), f (b2), ..., f (bM).

2. For any a1, a2, ..., aM ∈ F . There exists f ∈ F [x;σ ] such that deg(f ) < M and f (bi) = ai , for
i = 1,2, ...,M.

Definition 2.10. [12] (Skew Vandermonde Matrix) Let N ⊆M be a finite set of monomials and let
B = {b1,b2, · · · ,bM} ⊆ F

2. The σ -Vandermonde matrix, V σ
N (B), is a |N | ×M matrix over F whose rows

are given by
(Nm(b1),Nm(b2), ...,Nm(bM)) ∈ FM ,

for all m ∈ N (with an ordering inM).

As a consequence of Theorem 2.9, the interpolation problem can be formulated as a linear system
based on a Vandermonde matrix.

Corollary 2.11. [12] Let Ω ⊆ F
2 be finitely generated with a P-basis B = {b1,b2, · · · ,bM}. Then there exists

a solution to the linear system
(cm)m∈MM

·V σ
M(B) = (a1, a2, · · · , aM ),

for any a1, a2, · · · , aM ∈ F (V σ
M is left-invertible). For any solution, the corresponding skew polynomial f

satisfies f (bi) = ai for each i = 1,2, ...,M and deg(f ) <M.
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3 Secret Sharing Scheme via Free Bivariate Skew Polynomial

In the proposed scheme, we work on a vector set that forms a P-basis. This set of vectors will be used
to interpolate the polynomial, since the existence of a solution has been guaranteed by Corollary 2.11.
In the share generation process, several secret sharing schemes generally construct the polynomial
first, then select a certain number (a vector in this scheme) with specific criteria that will serve as a
candidate for the share components. However, in this scheme, we reverse the process: the points are
chosen first, and then the polynomial is constructed. The reason is that if we follow the first process,
the interpolation is not guaranteed to succeed. Moreover, since we work with non-commutative
polynomials, the evaluation of a vector at monomials xy and yx may not yield the same result, so
we have many monomial candidates available as the polynomial basis generated by the threshold
number. Therefore, we propose the following algorithm to select the appropriate monomial and
ensure that any subset of the shares set can be successfully interpolated.

Algorithm 1 Basis Selection onM
Input: Ω = {b1, ...,bn} ⊆ F

2, a positive integer k, with 1 < k ≤ n.
Output: A set of monomials with maximum degree k − 1.
Initialization:

• M is the set of monomials of degree at most k − 1, ordered by deglex.

• N = {1}.

• Matrix VN =
[
1 1 · · · 1

]
of size 1×n.

1: for monomial m inM\{1} do
2: Vm =

[
Nm(b1) Nm(b2) · · · Nm(bn)

]
3: if Vm is linearly independent from the rows of VN then
4: Add Vm as a new row to VN
5: if the rank of any submatrix of size (|N |+ 1)× (|N |+ 1) of VN is full then
6: N =N ∪ {m}
7: else
8: Remove Vm from the rows of VN
9: end if

10: end if
11: if |N | = k then
12: break
13: end if
14: end for
15: ReturnN

The proposed secret sharing scheme consists of three phases: the initialization phase, the share
generation phase, and the secret reconstruction phase.

3.1 Initialization Phase

In this phase, the dealer determines the number of participants denoted by n, the threshold for
reconstructing the secret denoted by k, the polynomial structure F [x,σ ], and the secret s ∈ F .
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3.2 Share Generation Phase

1. The dealer selects bi = (xi , yi) ∈ F 2 such that {bi} forms a P-basis, for each i = 1, ...,n.

2. Using k and {bi}, based on Algorithm 1, the dealer constructs a polynomial of degree less than
k

f (x,y) = c0 +
k−1∑
j=1

cjmj

where c0, ..., ck−1 ∈ F and mj ∈ M are the corresponding ordered monomials. Then set c0 = s
and randomly choose c1, ..., ck−1 ∈ F .

3. The dealer computes di = f (bi).

4. The dealer defines the shares si = (xi , yi ,di) and distributes them privately to each Pi .

3.3 Secret Reconstruction Phase

1. At least k participants who hold shares gather together.

2. The participants collect their shares si .

3. The participants perform interpolation using the Vandermonde interpolation.

4. The participants evaluate f ((0,0)) = s to obtain the secret.

3.4 Example

Suppose D is the dealer and {p1,p2,p3,p4,p5} are the set of participants with n = 5. D sets the thresh-
old k = 4 and defines the free bivariate skew polynomial C[x;σ ] as

σ (a) =
(
a 0
0 a

)
, ∀a ∈ C,

and sets the secret information s = 10 + i. D selects five vectors, b1 = (i,−5),b2 = (i,−i),b3 = (i, i),b4 =
(i,−2),b5 = (i,2), and based on Algorithm 1, constructs the polynomial

f (x,y) = (10 + i) + 3y + (5− i)yy + xyx.

D computes f (bi) for i = 1, ...,5, obtaining

f ((i,−5)) = (10 + i) + 3(−5) + (5− i)(25)− 5 = 115− 24i,

f ((i,−i)) = (10 + i) + 3(−i) + (5− i)(−1) + i = 5,

f ((i, i)) = (10 + i) + 3(i) + (5− i)(−1)− i = 5 + 4i,

f ((i,−2)) = (10 + i) + 3(−2) + (5− i)(4)− 2 = 22− 3i,

f ((i,2)) = (10 + i) + 3(2) + (5− i)(4) + 2 = 38− 3i.

D distributes the shares to each participant as follows:

P1 : s1 = (i,−5,115− 24i),

P2 : s2 = (i,−i,5),

P3 : s3 = (i, i,5 + 4i),

P4 : s4 = (i,−2,22− 3i),

P5 : s5 = (i,2,38− 3i).
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Suppose four participants P1, P3, P4, and P5 gather. From the general form f (x,y) = c0 + c1y + c2yy +
c3xyx, we want to find the values of c0, c1, c2, and c3. Using Vandermonde interpolation, we obtain(

f ((i,−5)) f ((i, i)) f ((i,−2)) f ((i,2))
)

=
(
c0 c1 c2 c3

)
·

1 1 1 1
Ny((i,−5)) Ny((i, i)) Ny((i,−2)) Ny((i,2))
Nyy((i,−5)) Nyy((i, i)) Nyy((i,−2)) Nyy((i,2))
Nxyx((i,−5)) Nxyx((i, i)) Nxyx((i,−2)) Nxyx((i,2))


(
115− 24i 5 + 4i 22− 3i 38− 3i

)
=

(
c0 c1 c2 c3

)
·


1 1 1 1
−5 i −2 2
25 −1 4 4
−5 −i −2 2


then we get

(
c0 c1 c2 c3

)
=

(
115− 24i 5 + 4i 22− 3i 38− 3i

)
·


1 1 1 1
−5 i −2 2
25 −1 4 4
−5 −i −2 2


−1

=
(
115− 24i 5 + 4i 22− 3i 38− 3i

)
·


−4/21 −5i/42 1/21 5/42

0 −i/2 0 i/2
5/6 −1/8 + 11i/24 −1/12 −1/8− 11i/24

5/14 1/8 + 9i/56 1/28 1/8− 9i/56


=

(
10 + i 3 5− i 1

)
Hence, the original polynomial is f (x,y) = (10 + i) + 3y + (5− i)yy +xyx. By evaluating f (x,y) at (0,0),
we obtain f ((0,0)) = 10 + i, which is the secret.

4 Scheme Analysis

4.1 Security Analysis

In this subsection, we analyze the security properties of the proposed scheme, including its correct-
ness and threshold security.

Theorem 4.1. Given any set S of shares containing k or more members, the secret s can be recon-
structed from S.

Proof. Let si1 = (xi1 , yi1 ,di1), si2 = (xi2 , yi2 ,di2), · · · , sik = (xik , yik ,dik ) be shares where bij = (xij , yij ), for j =
1, ..., k forming a P-basis in Ω. According to Theorem 2.9 (2), there exists g ∈ F [x,σ ] with deg(g) < k
and g(bij ) = dij . Since f (bij ) = dij as well, then Eσ

Ω
(f ) = Eσ

Ω
(g). Define h(x,y) = f (x,y) − g(x,y). We

claim that the polynomial h(x,y) is a zero polynomial. Suppose h(x,y) is not a zero polynomial,
then deg(h) can be determined. Because deg(f ),deg(g) < k, we have deg(h) < k. Note that since
Eσ
Ω

(f ) = Eσ
Ω

(g), then h(bi) = 0 for every bi ∈ Ω. Consequently, h(x,y) ∈ I(Ω). Because I(Ω) is the set
of skew polynomials that evaluate to zero at Ω and |Ω| = k, we have deg(h) ≥ k (contradiction). Thus,
the claim is proven. Since h(x,y) is a zero polynomial, it follows that f (x,y) = g(x,y). Therefore,
f ((0,0)) = g((0,0)) = s. Hence, s can be reconstructed from S.

Theorem 4.2. Let Λ be any set of shares containing fewer than k members. Then Λ provides no
information about s.
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Proof. Suppose |Λ| < k with the assumption that Λ does not contain the share (0,0, s). Choose s′ ∈ F as
a candidate for the secret s. Form Λ′ = Λ∪ {(0,0, s′)}. Let g1(x,y) be the polynomial that interpolates
the points in Λ′. We obtain deg(g1(x,y)) < k and g1((0,0)) = s′. However, note that if we choose
another point s′′ ∈ F as another candidate for s and form Λ′′ = Λ ∪ {(0,0, s′′)}, then g2(x,y) is the
polynomial that interpolates Λ′′ with deg(g2(x,y)) < k and g2((0,0)) = s′′. Consequently, any choice
of s′ or s′′ is equally possible as the original secret information s. Therefore, the set Λ with |Λ| < k
provides no information about s.

Theorems 4.1 and 4.2 show that the proposed scheme satisfies the fundamental security require-
ments of a threshold secret sharing scheme. In particular, the secret can be uniquely reconstructed
from any set of at least k valid shares, while any set of fewer than k shares reveals no information
about the secret.

Known attacks on secret sharing schemes based on bivariate polynomial arithmetic generally aim
to recover the underlying polynomial through interpolation techniques. In the proposed scheme,
the use of skew polynomial arithmetic increases the complexity of the interpolation problem. As
a result, attacks designed for secret sharing schemes based on commutative bivariate polynomials
cannot be directly applied to the proposed construction.

4.2 Complexity Comparison

In this subsection, we compare the algorithmic complexity between the secret sharing scheme using
a regular bivariate polynomial and the one using a free bivariate skew polynomial. The regular
polynomial based scheme is taken from [10] for the bivariate case.

There are design differences between the scheme in [10] and the one we propose. These differences
lie in the threshold flexibility and the polynomial generation process used. In [10], the threshold
depends on the number of variables and the degree of the polynomial used. Meanwhile, in the
proposed scheme, the threshold is given as an input value. Then, in the polynomial generation
process, [10] uses all available monomials as the polynomial basis, while in our scheme, only a subset
of available monomials is used, selected based on Algorithm 1.

From the above discussion, the following components are considered to determine the complexity.
Share generation phase:

1. Determining the threshold.

2. Constructing the polynomial f (x,y).

3. Evaluating f (bi) for each participant i.

Secret reconstruction phase: interpolating the polynomial f (x,y).

4.2.1 Secret Sharing Scheme via Regular Bivariate Polynomial

Suppose we use a (ρ,n) scheme and the polynomial used has degree k. In the share generation phase,
the threshold is determined by ρ =

(k+2
2

)
= k2+3k+2

2 . This determination has a complexity of O(1).
For constructing the polynomial f (x,y), the considered components are the selection of polyno-

mial basis candidates and the selection of k − 1 coefficients from that basis. The number of ways to
choose the basis is

(ρ
ρ

)
= 1. If the cost of selecting one coefficient is considered constant or O(1), then

the complexity of selecting k−1 coefficients is (ρ−1)×O(1) = O(ρ) = O(k2). Thus, the total complexity
of constructing the polynomial is O(1) +O(k2) = O(k2).
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To evaluate f (bi), the number of arithmetic operations is

T (n,k) = n× ((1 · 0 + 2 · 1 + · · ·+ (k + 1) · k +
(
k2 + 3k + 2

2
− 1)

)
= n×


 k∑
j=1

j · (j + 1)

+
k2 + 3k

2

 = n×

 k∑
j=1

j2 +
k∑

j=1

j +
k2 + 3k

2


= n×

(
k(k + 1)(2k + 1)

6
+
k(k + 1)

2
+
k2 + 3k

2

)
=

2nk3 + 9nk2 + 13nk
6

,

so the evaluation complexity of f (bi) is O(nk3). Thus, the complexity of the share generation phase
is

O(1) +O(k2) +O(nk3) = O(nk3).

For the secret reconstruction phase, the most expensive step in interpolating the polynomial f (x,y)
is finding the inverse of the Vandermonde matrix of size ρ × ρ. The inverse is found using Gaus-
sian–Jordan elimination with the number of arithmetic operations

T (ρ) = 2× (2× (((ρ − 1) · ρ+ (ρ − 2) · ρ+ · · ·+ 1 · ρ) · 3) + ρ2)

= 2×
(
2×

(
3ρ3 − 3ρ2

2

)
+ ρ2

)
= 6ρ3 − 4ρ2.

Thus, the complexity of the secret reconstruction phase is

O(ρ3) = O

(k2 + 3k + 2
2

)3 = O(k6).

4.2.2 Secret Sharing Scheme via Free Bivariate Skew Polynomial

Suppose we use a (k,n) scheme. In the share generation phase, the threshold is given as an input
value, which has a complexity of O(1).

For constructing the polynomial f (x,y), the most expensive step is selecting the polynomial basis
performed using Algorithm 1. In this algorithm, there are at most |M − {1}| = 2k+1 − 2 iterations,
where in each iteration the computed components are the formation of row Vm, checking the linear
independence of the rows of Vm, and checking the rank of any submatrix of size (|N |+ 1)× (|N |+ 1)
of Vm.

Formation of row Vm :
the number of arithmetic operations is T (n,k) = 6nk, so the complexity is O(nk).

Checking the linear independence of rows of Vm :
The linear independence check is performed by computing the rank of matrix Vm, i.e., by reducing
Vm to row echelon form. The number of arithmetic operations is

T (n,k) = ((k − 1) ·n+ (k − 2) ·n+ · · ·+ 1 ·n) · 3 =
3nk2 − 3nk

2
.

Hence, the complexity is O(nk2).

Checking the rank of any submatrix of size (|N |+ 1)× (|N |+ 1) of Vm :
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Let |N | = s, for some s, 1 ≤ s ≤ k − 1. To form a square submatrix (s + 1) × (s + 1), we choose s + 1
columns from the n available columns. The number of ways to choose s+ 1 is(

n
s+ 1

)
=

n!
(n− s − 1)!(s+ 1)!

.

Then, similarly to the linear independence check, the complexity of checking the rank of that square
matrix is O

(
(s+ 1)3

)
. Suppose the most expensive step occurs when s = k−1, then the total complexity

is (
n

s+ 1

)
·O((s+ 1)3) =

(
n
k

)
·O(k3) = O

((
n
k

)
k3

)
.

Therefore, the complexity of constructing the polynomial f (x,y) is

(2k+1 − 2)×
(
O(nk) +O(k2n) +O

((
n
k

)
k3

))
= O

(
2k+1

(
n
k

)
k3

)
= O

((
n
k

)
2kk3

)
.

To evaluate f (bi), consider the polynomial f (x,y) with monomials selected according to Algorithm
1. In this analysis, we consider the worst-case scenario, in which the selected monomials consist of
one monomial from each degree level ranging from 0 to k − 1. Since the evaluation process is per-
formed recursively, the cost of evaluating each selected monomial at bi is proportional to the degree
of that monomial. Each recursive step involves six arithmetic operations. Therefore, to evaluate n
vectors, the total number of arithmetic operations is

T (n,k) = n× ((0 + 1 + 2 + · · ·+ (k − 1) · 6) + k + (k − 1)) = 3nk2 −nk −n,

so the complexity is O(nk2). Thus, the complexity of the share generation phase is

O(1) +O

((
n
k

)
2kk3

)
+O(nk2) = O

((
n
k

)
2kk3

)
.

For the secret reconstruction phase, the most expensive step in interpolating the polynomial f (x,y)
is finding the inverse of the Vandermonde matrix of size k × k. The inverse is found using Gaus-
sian–Jordan elimination with the number of arithmetic operations

T (k) = 2× (2× (((k − 1) · k + (k − 2) · k + · · ·+ 1 · k) · 3) + k2)

= 2×
(
2×

(
3k3 − 3k2

2

)
+ k2

)
= 6k3 − 4k2.

Thus, the complexity of the secret reconstruction phase is O(k3).
Based on the analysis of algorithmic complexity in both schemes, it is found that in the share

generation phase, the scheme based on regular bivariate polynomials is more efficient than the
scheme based on free bivariate skew polynomials. The complexity of the regular bivariate poly-
nomial scheme is polynomial, namely O(nk3), while the complexity of the free bivariate skew poly-
nomial scheme grows exponentially, i.e., O

((n
k

)
2kk3

)
. This indicates that the share generation process

in the proposed scheme still requires improvement in the algorithm design to achieve better com-
putational efficiency. However, in the secret reconstruction phase, our scheme demonstrates better
efficiency. The reconstruction phase complexity is O(k3), whereas the regular bivariate polynomial
scheme reaches O(k6).
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5 Conclusion

In this paper, we proposed a secret sharing scheme constructed using free bivariate skew polynomi-
als. The scheme is developed by employing evaluation and interpolation techniques based on skew
Vandermonde matrices, which allow the reconstruction of the secret from a sufficient number of
valid shares.

Compared to secret sharing schemes based on regular bivariate polynomials, the proposed ap-
proach provides greater flexibility in determining the threshold parameter. This flexibility is achieved
at the cost of higher computational complexity in the share generation phase. However, the recon-
struction phase can be performed more efficiently than in schemes based on regular bivariate poly-
nomials.

Furthermore, the proposed scheme satisfies the fundamental security properties of threshold se-
cret sharing schemes. In particular, the secret can be uniquely reconstructed from any set of at least
k valid shares, while any set of fewer than k shares reveals no information about the secret.
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