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Abstract. Code-based Key Encapsulation Mechanisms (KEM) represent a promising solution in the field of post-quantum
cryptography, providing security guarantees rooted in well-studied mathematical problems, such as decoding linear codes
with or without errors. This survey offers an in-depth analysis of the main code-based KEM constructions, including Clas-
sic McEliece, BIKE, and HQC. We describe their theoretical foundations, key algorithms (key generation, encapsulation,
and decapsulation), as well as their strengths and weaknesses in terms of security and efficiency.

Particular attention is given to the practical vulnerabilities of these schemes against cryptanalytic attacks, such as
side-channel attacks, fault injection attacks, and specific techniques for key and message recovery. We also highlight the
countermeasures proposed in the literature to strengthen their security, including constant-time algorithms, hardware
protections, and improvements to decoding mechanisms.

Furthermore, we discuss the challenges related to the implementation and adoption of these systems in constrained

environments, such as the Internet of Things (IoT), while evaluating their potential in contexts where quantum secu-

rity becomes a critical necessity. This work aims to provide a clear and comprehensive overview of recent advances and

future directions for the development of robust and efficient code-based KEMs, contributing to the transition toward post-

quantum cryptographic standards.
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BIKE, HQC, Cryptanalysis, Countermeasures.
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1 Introduction

In the era of quantum computers, the foundations of modern cryptography, which have long been
considered secure against classical computing attacks, are being profoundly challenged. Algorithms
such as RSA, DSA, or elliptic curve-based cryptographic systems, which have underpinned the secu-
rity of digital communications for several decades, face a new and formidable threat from quantum
computing. Specifically, quantum algorithms, especially Shor’s algorithm [79], can efficiently solve
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mathematical problems based on these systems, such as integer factorization and the discrete loga-
rithm problem. These problems, which are infeasible to solve within a reasonable timeframe using
classical computers, can be solved in polynomial time with a sufficiently large quantum computer. As
a result, the security of many widely deployed cryptosystems is severely undermined by the advent
of quantum computing technologies. This imminent risk has galvanized the cryptographic com-
munity into searching for new cryptographic algorithms that can resist both classical and quantum
attacks, giving rise to the burgeoning field of post-quantum cryptography.

Among the various candidates proposed for post-quantum cryptography, cryptosystems based on
error-correcting codes stand out as particularly promising. These systems derive their security from
the intrinsic difficulty of decoding linear codes, a problem that has been studied for many years and
is believed to be hard, even for quantum computers. Error-correcting codes have a long history in
both cryptography and communication theory, where they are used to correct transmission errors.
However, their cryptographic strength lies in the complexity of the decoding problem. Problems
like the syndrome decoding problem, which asks one to find the closest codeword to a given vector,
are believed to be NP-hard, making them resistant to both classical and quantum attacks. Unlike
systems based on number-theoretic problems (such as RSA), no efficient quantum algorithm has
yet been found to solve the hardest problems in coding theory. This natural resistance to quantum
attacks makes code-based cryptosystems an attractive option for post-quantum security.

One of the most well-known and extensively studied code-based cryptosystems is the McEliece
cryptosystem [87], which was proposed as early as 1978 by Robert McEliece. Despite its age, the
McEliece scheme remains one of the most secure post-quantum cryptosystems, largely due to its
reliance on the hardness of decoding a general linear code. The scheme uses a family of algebraic
codes known as Goppa codes, which are well suited to cryptographic applications due to their struc-
ture and resistance to known attacks. Over the years, various attempts have been made to break
the McEliece cryptosystem, both from a classical and a quantum perspective, but it has consistently
demonstrated remarkable resilience. This durability, combined with the performance advantages
that come with well-understood decoding algorithms, ensures that the McEliece cryptosystem con-
tinues to be a central pillar in post-quantum cryptography research. Its proven security and efficiency
in resisting attacks, even with the potential capabilities of quantum computers, have positioned it as
one of the leading candidates for long-term cryptographic security.

In the ongoing efforts to standardize post-quantum cryptographic algorithms, several code-based
key encapsulation mechanisms (KEMs) have emerged as front-runners. The National Institute of
Standards and Technology (NIST), which is leading the global effort to define post-quantum cryptog-
raphy standards, has recognized several code-based KEMs as highly promising candidates. These in-
clude Classic McEliece [87], BIKE (Bit Flipping Key Encapsulation) [82], and HQC (Hamming Quasi-
Cyclic) [81]. Each of these schemes is grounded in variants of hard problems in coding theory, and
they have been designed with a focus on achieving an optimal balance between security, efficiency,
and practicality for real-world deployment.

Classic McEliece, in particular, is notable for its long-standing reputation as a highly secure cryp-
tosystem. The scheme is based on the difficulty of decoding random linear codes, and it employs
Goppa codes to ensure both robustness and efficiency. However, a common critique of the McEliece
cryptosystem is the relatively large size of its public keys, which can present challenges in terms
of storage and transmission, especially in resource-constrained environments. Nonetheless, ongo-
ing research efforts are focused on mitigating this issue by exploring alternative code families and
optimization techniques to reduce key sizes without compromising security.

The BIKE and HQC schemes are more recent developments in the landscape of code-based cryp-
tography, and they introduce innovative approaches to key encapsulation. BIKE, for instance, utilizes
quasi-cyclic codes and employs a bit-flipping decoding algorithm, which enables it to achieve com-
petitive performance in both encryption and decryption operations. Its construction leverages the
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cyclic structure of the underlying codes to reduce the size of public keys, while maintaining strong
security guarantees based on the hardness of decoding quasi-cyclic codes. Similarly, HQC combines
the use of quasi-cyclic codes with the syndrome decoding problem, a well-established hard problem
in coding theory. This combination allows HQC to offer strong security against quantum attacks,
while also achieving high efficiency in key generation and message encryption processes.

Despite the theoretical strengths of these code-based KEMs, cryptography in practice is rarely
immune to real-world challenges. One of the most significant concerns for any cryptosystem is its
vulnerability to side-channel attacks [84, 5, 85, 77, 74, 76, 83, 86]. These attacks exploit indirect in-
formation leaked during the execution of cryptographic algorithms, such as variations in power con-
sumption, electromagnetic emissions, or timing variations, to recover secret information like private
keys. For example, recent studies have demonstrated that timing attacks on the decoding process of
code-based KEMs, including Classic McEliece, BIKE, and HQC, can reveal sensitive information that
compromises their security. Such findings emphasize the importance of implementing cryptographic
algorithms in a way that minimizes or eliminates these side-channel leakages, through techniques
such as constant-time operations, randomization of processing steps, and masking.

In addition to side-channel attacks, fault injection attacks (FIA) [56, 14] pose another serious threat
to the practical security of code-based cryptosystems. These attacks involve deliberately inducing
faults in the hardware or software implementation of a cryptosystem, with the goal of causing errors
that can be exploited to recover private keys or other sensitive data. Fault injection attacks can be
highly effective against code-based KEMs if countermeasures are not carefully implemented. For
example, by causing specific errors in the decoding process, an attacker might be able to gather
enough information to perform a key-recovery attack, which would otherwise be impossible through
conventional means.

In the case of Classic McEliece, BIKE, and HQC, several cryptanalytic studies have highlighted
potential vulnerabilities related to the decapsulation process or the key generation routines. In par-
ticular, some recent attacks have identified timing leaks in the decoding algorithms used by these
schemes, which could potentially allow an attacker to recover the secret key by analyzing the time it
takes to process different inputs. These findings illustrate that while code-based cryptosystems are
theoretically resistant to quantum attacks, they must still contend with the practical vulnerabilities
that arise from their implementation in real-world devices and systems.

The ongoing research into these attacks underscores the need for robust countermeasures that
address both theoretical and practical vulnerabilities. Cryptographic engineers must develop and
deploy secure implementations that defend against side-channel and fault injection attacks, ensur-
ing that these post-quantum cryptosystems can withstand not only the computational power of fu-
ture quantum computers but also the more immediate threats posed by real-world attackers. By
understanding and addressing these challenges, we can ensure that code-based KEMs like Classic
McEliece, BIKE, and HQC will provide the long-term security required for the post-quantum era.

Organization. The remaining of the survey is described as follows. In Section 2, we provide a
general presentation of the Classic McEliece, BIKE, and HQC key encapsulation mechanisms. In
Section 3, we present various cryptanalysis on these different candidates. Section 4 discusses the
main results. Finally, in Section 5, we conclude the document.

2 General presentation of candidates

2.1 Classic McEliece

McEliece is one of the oldest and most established code-based cryptosystems, originally proposed
by Robert McEliece in 1978. It is a public-key cryptosystem that relies on the hardness of decoding
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random linear codes, a problem widely believed to be resistant not only to classical attacks but also
to quantum attacks [80]. At the heart of the McEliece cryptosystem is its use of Goppa codes, a type
of algebraic error-correcting linear code that is particularly suited to cryptographic purposes due to
its efficient decoding algorithms. The core idea behind the McEliece scheme is that while decoding
a randomly generated linear code is NP-hard, the problem becomes tractable when using structured
codes like Goppa codes, which can be efficiently decoded by the legitimate user. This clever distinc-
tion between the public key, which appears to be a random linear code, and the private key, which
allows for efficient decoding, is what provides the security and functionality of the scheme.

The security of the McEliece cryptosystem is derived from the inherent complexity of the decoding
problem. In more technical terms, the challenge is to recover the original message from the received
codeword when only the public key is known. This problem is computationally infeasible for an at-
tacker because it involves finding the closest codeword to a given vector in a large-dimensional vector
space, a problem known as the syndrome decoding problem. Unlike cryptosystems based on number-
theoretic problems such as RSA, the McEliece cryptosystem is considered quantum-resistant. This is
primarily due to the fact that no efficient quantum algorithm, including Shors algorithm, has been
found that can solve the hard problems underlying code-based cryptography in polynomial time.

One of the strengths of the McEliece scheme is its resilience to a broad range of attacks. Over
the past several decades, McEliece has resisted cryptanalytic efforts, including both classical and
quantum attacks. This remarkable durability has earned McEliece a prominent place in the NIST
post-quantum cryptography standardization process, where it is considered one of the leading can-
didates for future cryptographic standards in the quantum era. However, McEliece is not without
its challenges. The size of its public key is relatively large, often on the order of several megabytes,
which presents challenges for its implementation, particularly in memory-constrained environments
such as embedded systems, IoT devices, and mobile platforms. Despite these practical limitations,
its robustness against quantum threats makes McEliece one of the most reliable and trusted options
for long-term secure communication.

The McEliece key encapsulation mechanism (KEM) is designed to provide secure encryption in
post-quantum environments. It consists of three distinct phases: key generation, encapsulation, and
decapsulation. Each phase plays a crucial role in ensuring the overall security of the system, with in-
terdependent operations that collectively enable secure key exchange. The structure of these phases
ensures that even if an attacker intercepts the encapsulated key, they will not be able to reverse the
encapsulation without access to the private key.

2.1.1 Classic McEliece - key generation

The key generation process creates a public-private key pair based on the security parameters
(m,n,t). During this phase, a random set of elements in F2m is generated, along with an irreducible
monic polynomial of degree t. This enables the calculation of the parity-check matrix, which is later
used to encapsulate data. Once the parity-check matrix is converted into a binary matrix and put
into standard form, the public key is defined by the public matrix T , while the private key consists
of the polynomial g and the set L.
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Algorithm 1 The key-generation algorithm of the Classic McEliece KEM.

Input: The Classic McEliece security parameters (m,n,t),
Output: The private key sk = (g,L) and the public key pk = T

1: Generate a set L = {α0, . . . ,αn−1} of random elements of F2m with #L = n
2: Generate an irreducible monic polynomial g ∈ F2m[x] of degree t
3: Compute the t ×n parity-check matrix H

H =


(g(α0))−1 . . . (g(αn−1))−1

...
. . .

...
αt−1

0 (g(α0))−1 . . . αt−1
n−1(g(αn−1))−1


4: Transform H to an mt ×n binary matrix H ′ ▷ F2m → F

m
2 mapping

5: Transform H ′ in standard-form Hpub = (Imt | T )
6: Return the private key sk = (g,L) and the public key pk = T

2.1.2 Classic McEliece - encapsulation

During the encapsulation phase, a random vector e is generated with a Hamming weight of t, cor-
responding to the number of errors the code can correct. This error vector is encapsulated into a
ciphertext z, obtained by multiplying the public matrix T with e. Finally, a session key K is derived
by hashing e and z, ensuring the confidentiality of the transmitted data

Algorithm 2 The encapsulation algorithm of the Classic McEliece KEM.

Input: The public key pk = T
Output: The ciphertext z and the session key K

1: Generate a random vector e ∈ F n
2 with wt(e) = t

2: Compute z = (Imt | T )eT

3: Compute K = hash(1|e|z)
4: Return the ciphertext z and the session key K

2.1.3 Classic McEliece - decapsulation

To the decapsulation phase, the receiver uses the private key to recover the encapsulated error.
By computing the syndrome from the received ciphertext z and employing the Berlekamp-Massey
algorithm, the error is located and corrected. This allows for the recovery of the original vector e,
and consequently, the same session key K as the sender.
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Algorithm 3 The decapsulation algorithm of the Classic McEliece KEM.

Input: The ciphertext z and the private key sk = (g,L)
Output: The session key K

1: Compute the vector v = (z,0, . . . ,0) by padding z with n−mt zeros
2: Compute the parity-check matrix

Hpriv =


(g(α0))−2 . . . (g(αn−1))−2

...
. . .

...
α2t−1

0 (g(α0))−2 . . . α2t−1
n−1 (g(αn−1))−2


3: Compute the syndrome s = HprivvT

4: Compute the error locator pol. σ (x) with Berlekamp-Massey algorithm
5: Compute (σ (α0), . . . ,σ (αn−1)) and recover the error vector e
6: Compute K = hash(1|e|z)
7: Return the session key K

2.2 BIKE (Bit Flipping Key Encapsulation)

BIKE is a KEM scheme based on binary quasicyclic codes and uses a bit-flipping decoding algorithm.
Proposed within the NIST standardization process. BIKE relies on the hardness of decoding QC-
MDPC (Quasi-Cyclic Moderate Density Parity Check) codes, a variant of LDPC (Low-Density Parity
Check) codes, to encapsulate a session key. Errors are corrected using bit-flipping algorithms, which
flip the erroneous bits in the received codeword [82]. The keys and ciphertexts are relatively compact
compared to systems such as McEliece. BIKE benefits from fast and efficient implementations. The
scheme is still vulnerable to practical attacks, such as side-channel attacks. Due to its efficiency and
relatively small key sizes, BIKE is suitable for environments where memory and time constraints are
critical, such as the Internet of Things (IoT). In terms of its structure, BIKE uses parameters based on
QC-MDPC codes, denoted as [n,r,w], where:
r is prime,n = 2r, w = 2d, with w = O

(√
n
)

and d odd.
To elaborate the algebraic framework of BIKE , the system operates in the cyclic polynomial ring

R = F2 [X] /(Xr − 1), where each element h in R has a Hamming weight |h|. Furthermore, Hw defines
the set of elements in R2 with specific weight properties, expressed as follows:

Hw = { (h0,h1) ∈ R2 s.t |h0| = |h1| = d }

In cryptographic operations, BIKE uses hash functions L and K to generate and encapsulate keys.
These functions produce outputs of appropriate lengths, and another hash function, H, produces a
weight vector t, where t represents the error correction capability of the decoding process [77].

2.2.1 BIKE (Bit Flipping Key Encapsulation) - key generation

The key generation process in BIKE is straightforward, but it plays a critical role in ensuring the
security of the scheme. First, a random secret σ is generated. Then, two polynomials, h0 and h1,
are randomly selected from the set Hw. The public key h is calculated as the product of h1 and the
inverse of h0. At the end of this process, the private key consists of (h0,h1,σ ), while the public key is
the polynomial h.



Survey on Side-Channel Attacks on Code-Based Key Encapsulation Mechanism 115

Algorithm 4 The key-generation algorithm of the BIKE KEM.

Input: The BIKE security parameters (ℓ),
Output: The private key sk = (h0, h1, σ ) and the public key pk = h

1: Pick σ
s← {0,1}ℓ

2: Pick (h0, h1)
s← Hw

3: Compute h← h1h0
−1

4: Return the private key sk = (h0, h1, σ ) and the public key pk = h

2.2.2 BIKE - encapsulation

Once the keys are established, encapsulation involves using the public key to generate a ciphertext
and a shared session key. The process starts by picking a random message m. From m, an error vector
(e0, e1) is computed using the hash function H. Then, the ciphertext is formed by combining the error
vector and the public key, producing two components (c0, c1). The shared secretK is derived from the
message m and the ciphertext through the hash function K, which ensures the secure encapsulation
of the session key.

Algorithm 5 The encapsulation algorithm of the BIKE KEM.

Input: The public key pk = h and ℓ
Output: The ciphertext c = (c0, c1) and the session key K

1: Pick m
s← {0,1}ℓ

2: Compute (e0, e1)← H (m)
3: Compute (c0, c1)← (e0 + e1h, m⊕ L (e0, e1))
4: Compute the shared secret K← K (m, c0, c1)
5: Return the ciphertext c = (c0, c1) and the session key K

2.2.3 BIKE - decapsulation

The decapsulation process reverses the encapsulation using the private key. The bit-flip decoding
algorithm is applied to recover the error vector e′ from the ciphertext component c0 using the private
polynomials h0 and h1. Once e′ is recovered, the original message m′ is derived by XORing c1 with
the hash of e′. If the recovered error vector e′ matches the one derived from m′, the session key K
is reconstructed. If decoding fails, an alternative session key is computed using the private random
value σ .

Algorithm 6 The decapsulation algorithm of the BIKE KEM.

Input: The ciphertext c and the private key sk = (h0, h1, σ )
Output: The session key K

1: Compute e′← Decoder (c0h0, h0, h1)
2: Compute m′← c1 ⊕ L (e′)
3: If e′ = H (m′) Then Compute K = K (m′ , c)
4: Else Compute K = K (σ, c)
5: Return the session key K

2.3 HQC (Hamming Quasi-Cyclic)

HQC is a scheme that combines the principles of linear codes and quasicyclic structures to ensure
its security. Similarly to the Learning with Errors (LWE) problem, HQC is based on the difficulty of



116 Moroccan Journal of Algebra and Geometry with Applications / P.-L. Cayre et al.

decoding linear codes with added noise. Noise makes decoding difficult for an attacker, while the
legitimate receiver, possessing the private key, can efficiently recover the message. This mechanism
encapsulates a key by introducing noise into the encoded vectors, ensuring that the legitimate recip-
ient can recover the original data while an attacker faces an intractable problem.
The HQC scheme operates with a decodable [n,k] code C, generated by a matrix G ∈ F2

k×n, which
can correct at least δ errors via an efficient decoding algorithm, denoted as C.Decode(·). Like other
post-quantum schemes, HQC employs hash functions G, H, and K for secure key generation and en-
capsulation [81]. Compared to the McEliece scheme, HQC offers more reasonable key sizes while
maintaining strong security guarantees. It is also highly resistant to quantum attacks. However, as
with BIKE , HQC faces challenges from practical security attacks, such as side-channel attacks. HQC
is particularly appealing in applications requiring a balance between security, efficiency, and key
size, such as secure communication infrastructures.

2.3.1 HQC (Hamming Quasi-Cyclic) - key generation

The key generation process in HQC involves selecting random elements from a cyclic polynomial
ring. First, a polynomial h is randomly chosen from R = F2[X]/ (Xn − 1). Then, two polynomials,
x and y, are selected such that their Hamming weights are equal to the security parameter w. The
public key is computed as the pair (h,s), where s = x + h · y, and the private key is (x,y). This process
ensures that the legitimate user has the required parameters for both encryption and decryption,
while the structure of the public key maintains the security of the scheme.

Algorithm 7 The key-generation algorithm of the HQC KEM.

Input: The HQC security parameters (w)
Output: The private key sk = (x,y) and the public key pk = (h,s = x+ h.y)

1: h
s←R ▷ R = F2 [X] / (Xn − 1) : Cyclic polynomial ring

2: (x,y)
s←R2 such that w (x) = w (y) = w

3: Return the private key sk = (x,y) and the public key pk = (h,s = x+ h.y)

In addition to the key generation, encapsulation and decapsulation algorithms, we will present
the encryption and decryption algorithms that will be used in the encapsulation and decapsulation
phases.

2.3.2 HQC - Encryption

During encryption, the sender generates random error and randomness vectors. Specifically, a ran-
dom error vector e and randomness vectors r1 and r2 are chosen, where the Hamming weights of
these vectors match the predefined security parameters. The ciphertext is then formed as two com-
ponents, u = r1 +h · r2 and v = m ·G+ s · r2 +e, where m is the encoded message. This process ensures
that the legitimate recipient, who knows the private key, can correctly decrypt the message, while an
attacker without the private key will struggle to do so.

Algorithm 8 The encryption algorithm of the HQC.

Input: The public key pk,m,we,wr

Output: The ciphertext c
1: generates e

s←R, r = (r1,r2)
s←R2 such that w (e) = we, w (r1) = w (r2) = wr

2: Sets u = r1 + h.r2 and v = mG+ s.r2 + e
3: Return the ciphertext c = (u,v)
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2.3.3 HQC - Decryption

The decryption process reverses the encryption operation using the private key (x,y). The receiver
computes the plaintext by subtracting the product of u and y from v, followed by decoding the
resulting value using the algorithm C.Decode. This allows the legitimate recipient to recover the
original message m efficiently. The decoding algorithm ensures that even with the added noise, the
message can be correctly recovered.

Algorithm 9 The decryption algorithm of the HQC.

Input: The ciphertext (u,v) and the private key sk = (x,y)
Output: The plaintext m

1: Return the plaintext m = C.Decode (v−u.y)

2.3.4 HQC - encapsulation

Encapsulation in HQC follows a structure similar to other KEM schemes. The sender first generates
a random message m, which is then used to derive randomness θ through the hash function G. The
ciphertext c is generated by encrypting the message m using the derived randomness and the public
key. Simultaneously, the shared key K is derived using the hash function K, which takes the message
and the ciphertext as inputs. To ensure the integrity of the message, a hash value d = H (m) is
computed and returned alongside the ciphertext.

Algorithm 10 The encapsulation algorithm of the HQC KEM.

Input: The public key pk = (h,s = x+ h.y)
Output: The ciphertext (c,d) and shared key K

1: Generate a random message m ∈ F2
k

2: Derive the randomness θ←G (m)
3: Generate the ciphertext c = Encrypt (pk,m,θ) ▷ θ uses to generate r and e
4: Derive the symmetric key K ←K (m,c)
5: Let d←H (m)
6: Return (c,d) and shared key K

2.3.5 HQC - decapsulation

The decapsulation process mirrors the encapsulation in reverse. The recipient uses the private key
to decrypt the ciphertext and recover the original message m′. Using this message, the randomness
θ′ is recomputed, and a new ciphertext c′ is generated. The recipient then checks the integrity of
the ciphertext by comparing c′ with the received ciphertext c and verifying the hash value d. If the
integrity check passes, the shared key K is derived from the decrypted message and the ciphertext,
completing the decapsulation process.
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Algorithm 11 The decapsulation algorithm of the HQC KEM.

Input: (c,d) and the private key sk = (x,y)
Output: The Shared key K

1: Decrypt m′←Decrypt (sk,c)
2: θ′←G (m′)
3: c′← Encrypt (pk,m′ ,θ′)
4: If c , c′ or d ,H (m′) then abort. Otherwise, derive the shared key K ←K (m,c)
5: Return the Shared key K

2.4 Comparison of the three KEMs

KEM Quantum Security Key Sizes Efficiency Vulnerabilities
Classic McEliece Very high Very large Slow SCA, FIA, Algebraic Attack
BIKE High Medium Fast SCA, FIA
HQC High Medium Balanced SCA, FIA

Table 1: Comparison of Classic McEliece, BIKE , and HQC

3 Cryptanalysis of the different candidates

3.1 Cryptanalysis on Classic McEliece

In this section, we examine the key-recovery and message-recovery attacks on Classic McEliece, one
of the most prominent candidates in the field of code-based post-quantum cryptography. Over the
years, various side-channel attacks have been developed, targeting both the decapsulation and key
generation phases of this cryptosystem. These attacks highlight the ongoing challenges of ensuring
the security of McEliece-based systems in real-world implementations.

3.1.1 Key-recovery

Several key-recovery side-channel attacks have been proposed, demonstrating the continuous evo-
lution of cryptographic vulnerabilities and the sophisticated techniques used to exploit these weak-
nesses in Classic McEliece.

Guo et al. presented a highly impactful key-recovery side-channel attack focusing on the de-
capsulation step of Classic McEliece [9]. This attack is significant due to its ability to exploit the
decapsulation of n invalid ciphertexts, where n represents the security parameter of Classic McEliece.
By carefully observing the decapsulation process, attackers can deduce secret information, such as
the private key. This attack emphasizes the necessity of implementing robust countermeasures, in-
cluding the use of constant-time operations and secure memory management techniques, to prevent
such vulnerabilities from being exploited.

Similarly, Seck et al. introduced a partial key-recovery attack during the decapsulation phase [5].
This attack focuses on recovering the private polynomial g by leveraging side-channel information
while the polynomial’s coefficients are loaded into the system. Although this attack does not fully
recover the private key, it exposes critical weaknesses in how certain cryptographic operations are
implemented, highlighting the potential for future improvements in the protection of side-channel
information.
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Expanding the scope of side-channel vulnerabilities, Brinkmann et al. described a key-recovery
side-channel attack that occurs during the key generation process [24]. Their method relies on sim-
ulated leakages arising during Gaussian elimination, introducing a new class of vulnerabilities in
Classic McEliece. This attack shows that not only the decapsulation process but also the key genera-
tion stage is susceptible to side-channel attacks, stressing the importance of securing all stages of the
cryptographic pipeline.

In addition to these practical attacks, theoretical approaches have been explored by Kirshanova
and May, who proposed algorithms for full key recovery assuming an attacker has access to "hints"partial
information about the secret key [18]. While their work is theoretical, it underscores the potential
vulnerabilities in McEliece-based cryptosystems if any secret information is leaked, reinforcing the
need for careful design and secure implementation practices.

In summary, these studies illustrate the diverse range of key-recovery attacks that target different
phases of the Classic McEliece cryptosystem. The complexity and effectiveness of these attacks high-
light the importance of continuously developing countermeasures to protect against both classical
and quantum threats.

Table 2: Comparison of key-recovery attacks on the Classic McEliece KEM.

Article Step (Algorithm) Scenario Attack Type Implementation and Hardware

[24] Gaussian Elimination 1 trace Side-channel (sim.) Ref. & Botan
(KeyGen) Full key recovery N/A

[9] FFT σ (x) n traces Side-channel Ref. & optimized
(Decaps.) wt(e) = 1 Full key recovery FPGA & ARM

[5] load(g) 1 trace Side-channel Optimized
(Decaps.) Partial key recovery ARM

[12] σ (x) / Validation No CCA2 Fault injection (sim.) Reference
(Decaps.) Faults in σ Alternate key recovery RISC-V RTL

3.1.2 Message-recovery

Message-recovery side-channel attacks target the decryption process of cryptographic systems like
Classic McEliece, often leveraging physical vulnerabilities to recover secret information. These at-
tacks are particularly concerning as they can recover entire messages without directly attacking the
private key.

Lahr et al. demonstrated a notable message-recovery attack that enhances the syndrome by adding
random columns from the parity-check matrix [10]. This enhanced syndrome is then used in a de-
coding oracle, where side-channel analysis is performed to detect changes in the weight of the input
message. This method effectively reveals whether the bits corresponding to the modified columns
are predominantly 0 or 1, allowing the attacker to recover the message efficiently. Additionally, the
use of Information Set Decoding (ISD) further reduces the number of oracle calls needed, enhancing
the attack’s practicality.

Cayrel et al. expanded on this approach with a laser-induced fault injection attack during the
encryption process [14]. By manipulating the instructions within the cryptographic operation, they
converted an XOR operation into an ADD operation, causing the matrix-vector multiplication to be
performed over N (the set of natural numbers) instead of F2 (the binary field). This alteration modi-
fied the syndrome decoding problem and allowed for message recovery within minutes, demonstrat-
ing the practical feasibility of such attacks.
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Another approach described by Danner et al. [44] proposes a framework for fault injection attacks
that specifically targets the secret key, rather than the message. This attack, although theoretical,
highlights how fault injection techniques can be extended to compromise the cryptographic key
itself, revealing vulnerabilities in the protection of private key material during decryption.

Xagawa et al. presented a generic attack on the Fujisaki-Okamoto transformation, widely used
in various post-quantum cryptographic schemes [56]. This attack exploits an instruction-skipping
vulnerability during decapsulation, allowing the attacker to recover the message with a single fault.
The attack’s effectiveness was experimentally demonstrated, but it has not yet been applied to Classic
McEliece, making it a future research avenue for potential vulnerabilities.

Finally, the concept of augmenting the Syndrome Decoding Problem (SDP) with additional in-
formation obtained through physical attacks has been further explored [73]. The introduction of the
Integer Syndrome Decoding Problem (N−SDP) [68], and the use of integer linear programming tech-
niques, represents a promising new approach to solving SDP-based cryptosystems. However, while
this method significantly reduces the problem’s complexity, it still faces challenges related to error
tolerance and physical attack repeatability, limiting its practical applicability.

Table 3: Comparison of message-recovery attacks on the Classic McEliece KEM.

Article Step (Algorithm) Scenario Attack Type Implem. and Hardware

[14] Compute Syndrome 1 trace Laser fault / ILP ARM Cortex-M3 core
(Encrypt) Full message recovery

[10] Modified syndrome ≤ k traces Side-channel / ISD FPGA implementation
(Decrypt) Iterative Chunking Full message recovery EM side channel

[44] d-th coefficient of σp(x) Fault injection Fault Injection FPGA implementation
(Decrypt) (d = 0 and d = 2) Alternate key recovery CoCoA-5

3.1.3 Countermeasures

To address countermeasures against cryptanalytic attacks on the Classic McEliece scheme, it is es-
sential to introduce protective techniques while highlighting their relevance in the context of past
attacks. Although the scheme has proven robust against classical attacks, particularly due to the
difficulty of decoding linear codes, recent attack vectors require new strategies.

The first set of countermeasures targets side-channel attacks, which exploit information leakage
during the decoding process. The use of hardware countermeasures, such as adding noise to critical
operations, or software techniques like masking, helps limit these leaks. Masking transforms sensi-
tive data into protected data using random operations, so that an attacker cannot extract any useful
information.

Another threat comes from algebraic and structural attacks, which aim to exploit the particular
structure of the Goppa codes used in Classic McEliece. To counter these attacks, several researchers
have proposed masking the schemes internal parameters, notably by using generator or parity-check
matrices that do not reveal information about the code structure. This significantly complicates the
attacker’s task in identifying algebraic vulnerabilities.

Furthermore, performance optimizations, especially through specific hardware implementations,
must be accompanied by precautions to prevent timing attacks. Here, the objective is to ensure
that sensitive operations, such as error decoding, are performed in constant time to prevent the
observation of exploitable timing variations.

Finally, recent countermeasure proposals include diversifying the scheme instances, such as using
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alternative code families or introducing random perturbations in the public key. These strategies
aim to make structural cryptanalysis, specific to Goppa codes, more challenging.

In conclusion, while Classic McEliece has withstood numerous theoretical and practical attacks,
these countermeasures reinforce security against evolving cryptanalytic techniques. The effective-
ness of these protection techniques depends on their proper implementation, and it is crucial to
remain vigilant about emerging vulnerabilities, particularly in the context of quantum computing.

3.2 Cryptanalysis on BIKE

The Bit Flipping Key Encapsulation (BIKE) mechanism is an important candidate in the field of
post-quantum cryptography, designed to provide secure key encapsulation in quantum-resistant en-
vironments. Despite its theoretical robustness, BIKE has been shown to exhibit practical vulnerabili-
ties, particularly through key-recovery and message-recovery attacks that exploit decryption failures,
timing leaks, and side-channel information.

3.2.1 Key-recovery

Key-recovery attacks against BIKE have highlighted critical weaknesses in its decryption mecha-
nisms, particularly those involving rejection-sampling routines and timing information leaks. These
vulnerabilities expose the system to significant risks, enabling attackers to recover the private key in
certain scenarios.

In [77], a significant vulnerability is identified in the rejection-sampling routines used during
BIKE’s decapsulation. These routines, which rely on secret-dependent information, can inadver-
tently leak timing data, allowing an attacker to determine whether the decoding step in BIKE was
successful. By analyzing the timing differences, the authors were able to infer critical informa-
tion about the secret keys distance spectrum, leading to a key-recovery attack using approximately
5.8× 107 oracle queries. This underscores the importance of implementing robust countermeasures
to protect sampling routines from timing analysis.

Another notable key-recovery attack, combining power analysis with information set decoding
(ISD), is described in [74]. This attack targets the decapsulation process of BIKE and leverages power
consumption traces. By analyzing a single trace of power consumption, the authors were able to
recover the complete private key. The attack exploits the manipulation of coordinates in the private
key and uses clustering techniques to extract partial information, which is then expanded using ISD
to recover the full key. Both C and assembly implementations of BIKE were found to be vulnerable
to this attack. For the C version, the complete key is recoverable, while for the assembly version, a
large proportion of the keys could still be retrieved.

Further attacks exploiting decryption failures in QC-MDPC (Quasi-Cyclic Moderate Density Parity-
Check) schemes are presented in [78]. The authors demonstrate that these failures can reveal whether
a target’s secret key satisfies a specific property known as "gathering." This information is used to
perform a modified decoding algorithm that recovers the secret key. For BIKE with 128-bit security
parameters, the complexity of the attack is estimated to be 2116.61 when ciphertext reuse is not al-
lowed, and it decreases to 298.77 when reuse is permitted. This illustrates how decryption failures,
particularly in QC-MDPC-based schemes, can significantly weaken security under specific condi-
tions.

In conclusion, these key-recovery attacks reveal the practical limitations of BIKE despite its theo-
retical strength. To mitigate these vulnerabilities, it is crucial to implement robust countermeasures
that minimize information leakage and protect the decryption process from timing, power, and side-
channel analysis.
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Table 4: Comparison of key-recovery attacks on the BIKE KEM.

Article Step (Algorithm) Scenario Attack Type Impl. and Hardware

[77] Compute H(m′) 5.8× 107 queries Side-channel (sim.) BIKE-L1, Intel x86
(Decapsulation) Full key recovery

[74] Decoder(c0,h0,h1) 1 trace Power analysis / ISD Optimized,
(Decapsulation) Full key recovery ARM Cortex-M4

[78] Decoder(c0,h0,h1) Decryption failure Side-channel N/A
(Decapsulation) Full key recovery

3.2.2 Message-recovery

Message-recovery attacks exploit both algorithmic and hardware vulnerabilities in BIKE, typically
through side-channel techniques such as timing analysis. These attacks target the cryptographic
systems ability to reveal partial or complete messages during the decryption process.

One such attack targets a vulnerability introduced by the weight verification step in recent im-
plementations of BIKE, including those found in the liboqs library and the new GitHub implemen-
tation. The study [77] describes a timing attack that exploits variations in execution time caused
by the rejection-sampling process. In this modified version of BIKE, an additional weight check is
performed after the decoding function is called. If the returned error vectors weight does not match
the expected value, a random value is assigned. Although this step was introduced to improve se-
curity, it inadvertently introduced a new side-channel vulnerability. By repeatedly submitting the
same ciphertext and measuring the timing differences in the weight check, attackers can determine
whether the weight was correctly verified or not.

This timing attack allows attackers to construct a distinguishing tool that forms the basis of a
message-recovery attack. The process involves flipping certain bits in the ciphertext and observing
their impact on the weight verification. This information, combined with iterative decoding tech-
niques like ISD, enables the attacker to reconstruct the original message with a high probability of
success. Although millions of oracle queries may be required, this attack remains computationally
less complex than traditional key-recovery attacks.

Optimizations in BIKE implementations have been proposed to reduce the risk of such attacks.
These include binding the public key to the message during encapsulation to mitigate certain forms
of manipulation, as well as adjusting encryption parameters to make it more difficult for attackers
to exploit these vulnerabilities. However, as highlighted by [77], even countermeasures aimed at im-
proving security can unintentionally introduce new weaknesses, underscoring the need for a holistic
approach to cryptographic security.

Table 5: Message-recovery attack on the BIKE KEM.

Article Step (Algorithm) Scenario Attack Type Impl. and Hardware

[77] Weight verification Timing variations Timing attack BIKE-L1,
(Decapsulation) Message recovery GitHub implementation

In conclusion, these results demonstrate that even with additional security measures, BIKE is still
susceptible to message-recovery attacks. A comprehensive approach addressing both hardware vul-
nerabilities and algorithmic weaknesses is essential to ensure the security of modern cryptographic
systems, particularly in the face of side-channel threats.
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3.2.3 Countermeasures

Despite the robustness of BIKE, several vulnerabilities have been identified, particularly concerning
decoding failures, side-channel attacks, and fault injections. Addressing these challenges requires a
combination of techniques to enhance security and resilience.

One primary concern is decoding failures. BIKE’s reliance on bit-flipping algorithms for decod-
ing makes it vulnerable when the number of errors approaches the algorithm’s correction capacity.
When decoding fails, it may inadvertently leak information about the private key. To mitigate this
risk, it is possible introducing randomness into the decoding process. By randomizing certain steps,
the decoding behavior becomes less predictable, making it harder for attackers to exploit failure
patterns. Additionally, improvements to the bit-flipping algorithm, such as incorporating adaptive
flipping or increasing the number of decoding rounds, can further enhance error tolerance without
significantly impacting performance.

Another significant area of vulnerability is side-channel attacks, where an attacker leverages phys-
ical signals, such as timing or power consumption, to gather information about the private key. BIKEs
iterative and data-dependent decoding can expose it to these attacks. A key countermeasure here is
the use of constant-time implementations, ensuring that operations like syndrome computation and
bit-flipping decoding are executed with no variation in time, thus preventing attackers from deduc-
ing sensitive information based on timing discrepancies. Furthermore, masking techniques, which
involve randomizing intermediate values during computations, can be employed to reduce leakage.
By masking key-dependent operations, such as bit-flipping, BIKE can defend against power analysis
attacks by obscuring the values an attacker might observe.

In addition to side-channel vulnerabilities, fault injection attacks pose a significant risk. These
attacks involve deliberately introducing faults into the system to expose sensitive information. BIKEs
error-correction mechanisms are particularly susceptible to this form of attack. To counter this, it
is important to introduce redundant checks during the decoding process. Verifying the decoded
message multiple times before using it ensures that malicious faults are detected and mitigated.
Another effective approach involves incorporating error-detection mechanisms, such as checksums,
to identify and handle injected faults. If discrepancies are detected, the decryption process can abort,
preventing the leakage of critical information.

Though BIKE is designed to resist quantum attacks, the evolving nature of quantum cryptanalysis,
including attacks leveraging Grover’s algorithm, still presents a potential threat. Strengthening re-
sistance to quantum-based attacks can be achieved by adjusting the key size and parameters used in
BIKE. Larger keys provide greater protection against quantum search algorithms by making brute-
force attacks less feasible. Additionally, the use of hybrid schemes, which combine BIKE with other
quantum-resistant KEMs, can further bolster security. This hybrid approach ensures that even if one
scheme becomes vulnerable, the other can still provide protection.

Finally, additional considerations include regularly analyzing and hardening BIKEs parameters
to keep up with evolving cryptanalytic techniques. This involves adjusting code lengths and bit-
flipping thresholds in response to new attacks, ensuring that BIKE remains secure in the face of
emerging threats. Equally important is ensuring that BIKE is implemented in secure environments.
Protecting the hardware and using robust random number generators can mitigate many attack vec-
tors that rely on exploiting weaknesses in implementation rather than the cryptographic scheme
itself.

3.3 Cryptanalysis on HQC

The Hamming Quasi-Cyclic (HQC) Key Encapsulation Mechanism (KEM) is a post-quantum crypto-
graphic scheme known for its theoretical robustness. However, key-recovery and message-recovery
attacks have exposed significant vulnerabilities in its practical implementations. These attacks ex-
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ploit flaws in how HQC handles decoding operations, timing information, and side-channel leakage,
underscoring the importance of securing both the algorithm and the hardware implementations.

3.3.1 Key-recovery

Key-recovery attacks on HQC have highlighted critical weaknesses in its decoding process and side-
channel resistance, especially when implemented on hardware platforms like microcontrollers. Be-
low, we explore several key-recovery attacks that reveal the practical vulnerabilities of this cryp-
tosystem.

The first key-recovery attack, described in [75], exploits timing variations during the BCH decod-
ing step in HQC. The authors observed a correlation between the weight of the error vector and the
time taken to decode using BCH codes. By exploiting this timing side-channel, attackers can infer
information about the secret key with a high degree of accuracy. The attack requires 5441 decoding
queries and has a success probability of 93%, making it highly efficient. This demonstrates the need
for implementing constant-time operations in cryptographic routines to mitigate timing-based side
channels.

In [76], a power side-channel attack is presented, marking the first such attack on HQC. The au-
thors created an oracle using power consumption traces, which allowed them to determine whether
an error was corrected during BCH decoding. Using a pattern matching approach based on the sum
of squared differences, the attack requires fewer than 10000 measurements to recover most of the
secret key. This attack highlights the vulnerability of HQC when implemented on embedded devices
like microcontrollers, where power analysis can be used to extract sensitive information.

A third key-recovery attack is discussed in [77]. This attack exploits timing leaks during de-
terministic re-encryption in the decapsulation process. The rejection-sampling mechanism used in
HQC leads to timing variations that can be observed by an attacker, allowing for the recovery of the
secret key after around 866000 queries. Despite the high number of queries, this attack demonstrates
that even advanced security mechanisms like deterministic re-encryption are not immune to timing
biases, making it critical to address these issues in future implementations.

In summary, while HQC provides strong theoretical security, these key-recovery attacks reveal
significant practical challenges. Effective countermeasures, such as constant-time implementations,
masking techniques, and protection against power side-channel attacks, are crucial to securing HQC
in real-world environments.

Table 6: Comparison of key-recovery attacks on the HQC KEM.

Article Step (Algorithm) Scenario Attack Type Impl. and Hardware

[75] C.Decode(v−u · y) O(n5/2) Timing attack Optimized impl.
(Decryption) Full key recovery

[76] C.Decode(v−u · y) < 10000 measurements Power side-channel ARM Cortex-M4
(Decryption) Full key recovery

[77] Encrypt(pk,m′ ,θ′) Around 866000 queries Timing attack Ref. impl.
(Decapsulation) Full key recovery

3.3.2 Message-recovery

Message-recovery attacks exploit the vulnerabilities in the HQC decoding process, specifically target-
ing weaknesses in the RS (Reed-Solomon) decoder. These attacks often rely on side-channel informa-
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tion, such as the Hamming Weight (HW) leakage model, which can reveal the contents of exchanged
messages during the decapsulation phase.

In [83], the authors present the first horizontal Access Correlation Side-channel (ACS) attack
against the HQC RMRS KEM. This attack targets the RS decoder and uses the HW leakage model
to infer the message being exchanged. During the decapsulation process, each byte of the codeword
is manipulated multiple times, allowing correlation analysis to be performed on the side-channel
data. By analyzing the correlation between the manipulated bytes and their Hamming weights, the
attacker can infer the message contents.

A key advantage for the attacker in this scenario is that the HQC decoder is public and can be
used to correct erroneous side-channel inferences. While the decoder has limited error correction
capability, the authors enhance the attack by using more sophisticated RS decoders, which improve
the success rate of message recovery. The attack is first simulated using controlled noise to analyze
the impact of signal-to-noise ratio (SNR) on the attack’s success. The results from simulated traces
are then compared with practical results, showing that a real-world attack is feasible with fewer than
296 Galois field operations.

In conclusion, this message-recovery attack highlights the importance of securing side-channel
leakages, especially in decoding routines. Implementing noise-resilient decoders and incorporat-
ing hardware countermeasures, such as obfuscation techniques, can significantly reduce the risk of
successful message-recovery attacks.

Table 7: Message-recovery attack on the HQC KEM.

Article Step (Algorithm) Scenario Attack Type Impl. and Hardware

[83] RS decoding Hamming Weight (HW) ACS attack Simulated traces
(Decapsulation) Message recovery and practical impl.

3.3.3 Countermeasures

While HQC is theoretically strong, offering resistance to quantum attacks and leveraging hard de-
coding problems, practical implementations of the scheme remain vulnerable to various types of
attacks. Key recovery and message recovery attacks, which target the weaknesses in the implemen-
tation rather than the cryptographic structure itself, are significant concerns. To ensure optimal
security, appropriate countermeasures must be applied, especially focusing on side-channel attacks
and decoding vulnerabilities.

Side-channel attacks, which exploit leaks such as execution time or power consumption during the
decoding process, pose a major threat to HQC. To mitigate these attacks, special attention must be
paid to the design of the decoding algorithms. It is advisable to implement constant-time algorithms,
ensuring that the execution time remains consistent, regardless of the data being processed. This
approach greatly reduces the amount of exploitable information available to an attacker. Moreover,
masking techniques can be employed to minimize information leaks related to power consumption
or electrical fluctuations. By masking intermediate calculations during decoding, these techniques
make side-channel analyses significantly more complex for the attacker.

Fault injection attacks, where deliberate errors are introduced into the system to reveal informa-
tion about the private key, are another type of threat that must be addressed. To counter these
attacks, HQC implementations should incorporate fault detection mechanisms, such as consistency
checks during decoding. For instance, redundancy checks on the decoded messages can help iden-
tify malicious alterations and respond accordingly, either by resetting the decryption process or by
halting execution to prevent information leakage.
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In addition to these measures, it is crucial to design hardware-level countermeasures. Side-
channel attacks based on timing and power consumption, such as power analysis or electromagnetic
fluctuation analysis, can be mitigated with hardware protections. For example, adding random noise
to power consumption, or using dedicated circuits designed to obscure cryptographic operations,
can significantly hinder the exploitation of these channels by attackers.

Finally, HQCs security also depends on the proper implementation of its decoding algorithms.
Poorly designed decoding algorithms can introduce vulnerabilities that allow attackers to exploit er-
rors during the decoding process to recover sensitive information. Therefore, it is essential to contin-
ually assess and improve decoding techniques to minimize potential information leaks, particularly
by adopting approaches that make decoding less predictable and more resistant to attacks.

In conclusion, while HQC offers robust theoretical security, its practical security depends heav-
ily on the implementation of effective countermeasures. By combining secure decoding algorithms,
hardware protections against side-channel attacks, and fault detection mechanisms, HQC can pro-
vide enhanced resistance to cryptanalyses, ensuring reliable security in post-quantum environments.

4 Discussion

4.1 Synthesis of Key Findings

This section provides a synthesis of the cryptanalysis results on three major code-based Key En-
capsulation Mechanisms (KEMs): Classic McEliece, BIKE , and HQC. These candidates have been
extensively analyzed for post-quantum cryptographic systems, and this synthesis highlights the key-
recovery and message-recovery attacks reported in the literature.

4.1.1 Classic McEliece

1. Key-Recovery Attacks:
Several side-channel key-recovery attacks have been proposed against Classic McEliece, focus-
ing on both decapsulation and key generation phases:

• [9] demonstrated a significant key-recovery attack by observing the decapsulation of in-
valid ciphertexts, exploiting vulnerabilities in the process.

• [5] introduced a partial key-recovery attack targeting side-channel leaks during the load-
ing of private polynomial coefficients.

• [24] published an attack during the key generation phase, simulating leakage from Gaus-
sian elimination.

• [18] proposed methods for full key recovery based on the presence of secret information
"hints," although the practical feasibility of obtaining these hints remains uncertain.

2. Message-Recovery Attacks:
Message-recovery attacks against Classic McEliece exploit physical vulnerabilities during de-
cryption:

• [10] leveraged syndrome enhancements combined with decoding oracle analysis to re-
cover messages using Information Set Decoding (ISD).

• [14] described a fault injection attack modifying matrix-vector multiplication, allowing
message recovery by altering decryption operations.

• [56] demonstrated a fault-based attack on the Fujisaki-Okamoto transformation, reducing
the complexity of message recovery.
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4.1.2 BIKE

1. Key-Recovery Attacks
BIKE is vulnerable to key-recovery attacks due to decryption failures and timing side-channels:

• [77] exploited timing information in rejection-sampling routines to reveal key information
from the decapsulation process.

• [74] combined power analysis with ISD to recover the full private key, demonstrating
BIKE’s susceptibility to side-channel attacks.

• [78] presented attacks leveraging decryption failures to recover secret keys by analyzing
error-handling mechanisms in BIKE s decoding process.

2. Message-Recovery Attacks
Message-recovery attacks on BIKE target both hardware and algorithmic weaknesses: Timing
attacks on weight verification in BIKE ’s implementations enable attackers to infer message bits
through time variation analysis [77].

4.1.3 HQC

1. Key-Recovery Attacks
Key-recovery attacks on HQC target timing and side-channel vulnerabilities:

• [75] demonstrated a timing attack exploiting correlations between error weight and exe-
cution time in BCH code decoding, recovering key information with high probability.

• [76] introduced a power side-channel attack that used power consumption during BCH
decoding to efficiently extract secret key information.

• [77] revealed a timing leak in the rejection sampling routine during decapsulation, expos-
ing HQC to key-recovery attacks.

2. Message-Recovery Attacks
Message-recovery attacks on HQC focus on hardware and algorithmic flaws: [83] presented the
first horizontal ACS (Access Correlation Side-channel) attack on the HQC RMRS KEM, recov-
ering message information via Hamming weight leakage during decapsulation.

Each of these KEMs presents distinct cryptographic challenges, with key-recovery and message-
recovery attacks exploiting various aspects of their respective decapsulation, key generation, or de-
coding processes. These results emphasize the need for continued research into countermeasures that
can mitigate side-channel vulnerabilities and protect against both software and hardware attacks.

4.2 Implications for Future Research

The cryptanalysis results on Classic McEliece, BIKE , and HQC reveal significant vulnerabilities in
both theoretical and practical implementations. These findings open avenues for research aimed at
strengthening the security of code-based Key Encapsulation Mechanisms (KEM) in the post-quantum
era.

1. StrengtheningResistance to Side-Channel Attacks: side-channel attacks, such as key-recovery
attacks on Classic McEliece [9] or power analysis attacks on HQC [76], demonstrate recurring
vulnerabilities in code-based cryptographic schemes. These attacks exploit information leaks
during decryption or key generation processes.

Future research must focus on developing and implementing effective countermeasures to mit-
igate these vulnerabilities, including:
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• Constant-time implementations: to prevent leaks related to the execution of sensitive
operations vulnerable to the attack proposed in [75].

• Masking techniques: designed to make sensitive information less accessible to physical
and software-based attacks like in [76].

• Operation obfuscation: to obscure signals emitted during cryptographic processes, par-
ticularly on embedded devices vulnerable to side-channel attacks as with [77].

These measures could also be combined with hardware approaches to protect embedded and
IoT devices.

2. Improving Fault Injection Resilience: fault injection attacks, such as those exposed in the
work on Classic McEliece [14], reveal the ability of attackers to induce errors in computation
to recover sensitive information. Future research should focus on:

• Fault detection: utilizing redundancy or error-correcting codes to identify and correct
faults in real-time to protect systems against attacks like in [44].

• Fault tolerance: to protect cryptographic schemes from malicious disturbances during
decryption and key generation operations as in [14].

These techniques would aim to make fault injection attacks significantly more complex and
costly.

3. Exploring New Decoding Algorithms: Cryptanalysis of schemes such as Classic McEliece and
BIKE show that current decoding algorithms are often the targets of attacks as in [10, 78].
Future research could explore:

• Development of more resistant decoders: to prevent attacks using timing or power con-
sumption analysis such as in [75, 74].

• Securing decapsulation processes: specifically by enhancing the robustness of decoders
against attacks combining side-channel and Information Set Decoding (ISD) like in [77].

This could include decoding algorithms that reduce leaks and minimize the impact of errors.

4. Hybrid Approaches for Post-Quantum Security: despite improvements, cryptanalysis reveals
persistent vulnerabilities in code-based schemes. One potential solution lies in hybrid schemes,
which combine code-based cryptography with other post-quantum techniques (such as lattice-
based cryptography) to balance security and efficiency.

Hybrid approaches could address the weaknesses of individual schemes, providing enhanced
security against various types of attacks like in [78].

5. Formalizing Security Models: the cryptanalysis results suggest that current security models,
often based on theoretical assumptions, need to be expanded to include implementation vul-
nerabilities, such as those identified in side-channel or fault injection attacks [77, 14].

Future research must explore extended security proofs that account for these practical attacks,
providing better assurance of the robustness of post-quantum schemes in real-world environ-
ments.

6. Continuous Cryptanalysis of NIST Candidates: ongoing cryptanalysis of candidates for the
NIST standardization process, such as Classic McEliece, BIKE , and HQC, is crucial to ensure
these schemes withstand new classical and post-quantum attacks. As demonstrated by the



Survey on Side-Channel Attacks on Code-Based Key Encapsulation Mechanism 129

vulnerabilities discovered in BIKE [77] and HQC [83], future research must focus on continuous
improvement of these schemes before widespread adoption.

7. New Directions in Attack Methodologies: finally, attack methodologies are evolving rapidly,
as evidenced by recent attacks combining power analysis and decoding techniques as in [74].
Future research should:

• Develop new attack strategies: targeting previously unexplored weaknesses in post-quantum
schemes.

• Leverage automation and machine learning: to facilitate cryptanalysis, especially in the
context of side-channel attacks like in [73].

These approaches will provide a deeper understanding of the limitations of current schemes
and help design more resilient systems against emerging threats.

5 Conclusion

5.1 Summary of Key Points

In this survey, we have conducted a comprehensive examination of code-based key encapsulation
mechanisms (KEMs), focusing on Classic McEliece, BIKE, and HQC , three of the most prominent
candidates in the ongoing NIST post-quantum standardization process. We have highlighted the
theoretical security of these systems, grounded in the hardness of coding theory problems such as the
Syndrome Decoding Problem (SDP) and its variants, which are believed to be resistant to quantum
attacks.

Despite their strong theoretical underpinnings, several cryptanalytic studies have shown that
these systems remain vulnerable in practical implementations. In the case of Classic McEliece, key-
recovery and message-recovery attacks have demonstrated that information leakage during key gen-
eration or decoding can potentially compromise the system’s security [83, 5]. Similarly, BIKE has
been shown to be vulnerable to attacks that exploit decryption failures and timing leaks during the
rejection sampling process [78]. Finally, HQC is susceptible to side-channel attacks, particularly
those that leverage power consumption and timing leaks [76, 75]. These vulnerabilities highlight
the importance of carefully analyzing and securing both theoretical constructs and their practical
implementations.

5.2 Importance and Practical Applications

As quantum computing continues to advance, the need for secure cryptographic systems that can
withstand quantum attacks becomes increasingly urgent. Code-based cryptosystems, such as the
ones discussed in this survey, are crucial candidates for ensuring the confidentiality, integrity, and
authenticity of digital communications in the post-quantum era. Their resistance to attacks from
quantum computers, especially those leveraging Shors and Grovers algorithms, makes them essential
for securing sensitive sectors like finance, defense, healthcare, and critical infrastructure.

Moreover, the resilience of these cryptosystems against quantum threats ensures long-term pro-
tection for data requiring extended confidentiality, such as government secrets and private records.
However, as current cryptanalytic results demonstrate, the practical implementation of these sys-
tems presents several challenges. Practical attacks, such as side-channel and fault-injection attacks,
underscore the need for robust countermeasures and careful system design. This requires a coordi-
nated effort from both academia and industry to ensure that cryptographic solutions not only hold
up against theoretical attacks but also withstand real-world adversarial scenarios.
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5.3 Suggestions for Researchers

The findings presented in this work suggest several promising avenues for future research aimed
at improving the security and performance of code-based KEMs. Given the importance of these
cryptosystems in the post-quantum world, the following research directions are proposed:

• Development of Robust Countermeasures: One of the primary areas of focus for future re-
search should be the development of countermeasures that mitigate the risks posed by side-
channel and fault-injection attacks. Techniques such as timing masking, random noise injection,
and fault detection and correction have shown promise in protecting cryptosystems from such
attacks. These countermeasures must be carefully integrated into implementations without
significantly impacting performance.

• In-depth Study of Key Generation: The key generation phase has been identified as a criti-
cal point of vulnerability. Attacks targeting this phase, such as those described in [24], reveal
that even small information leaks can compromise security. Therefore, it is essential to en-
hance the robustness of key generation algorithms through techniques that minimize leakage
while maintaining computational efficiency. Additionally, the randomness and unpredictabil-
ity of key generation should be further analyzed to ensure resilience against both classical and
quantum attacks.

• Optimizing PerformanceWithout Compromising Security: Balancing security and efficiency
is a central challenge in post-quantum cryptography. For instance, the BIKE KEM [77] has been
shown to be vulnerable to attacks that exploit rejection sampling mechanisms. Future research
should aim to optimize the decapsulation and verification routines of such systems to reduce
their susceptibility to timing leaks or decryption failures. This could involve exploring new
algorithmic approaches that streamline performance without weakening the cryptosystems se-
curity.

• DeepeningAttackMethodologies: Researchers should continue to investigate advanced crypt-
analytic techniques that combine multiple attack vectors, such as power consumption analysis,
electromagnetic emissions, and fault injection, with sophisticated decoding strategies. Attacks
combining these vectors, as explored in studies on BIKE [74], can expose new vulnerabilities
and help researchers better anticipate future threats. A deeper understanding of these multi-
vector attacks will lead to the development of more robust cryptographic defenses.

• Post-Quantum Security in Constrained Environments: As many practical applications of
cryptography involve resource-constrained devices such as IoT, embedded systems, and mobile
platforms, research should focus on adapting post-quantum algorithms like McEliece, BIKE,
and HQC for such environments. Efficient implementations, reduced key sizes, and hardware-
based optimizations are essential for ensuring that code-based cryptosystems can be deployed
on a wide scale without sacrificing security.

By addressing these challenges, the cryptographic community can help ensure that code-based
cryptosystems remain secure and practical in the face of emerging threats. These research directions
will not only enhance the resilience of current systems but also lay the groundwork for cryptographic
solutions capable of withstanding the evolving landscape of quantum computing and cryptanalysis.

5.4 Final Thoughts

The transition to a post-quantum world will require a paradigm shift in how cryptographic sys-
tems are designed, implemented, and evaluated. Code-based cryptography, with its long history and
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proven resilience against quantum threats, offers a promising path forward. However, as this survey
has shown, theoretical security alone is not sufficient. Practical implementations must be fortified
against a broad range of attack vectors, particularly in real-world scenarios where side-channel and
fault-injection attacks pose significant risks.

In conclusion, while much progress has been made in the development of secure code-based
KEMs, continued research and innovation are necessary to ensure their long-term viability. By fo-
cusing on both the theoretical and practical aspects of cryptographic security, we can build a future
where digital communication remains secure in the face of rapidly advancing quantum technologies.
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