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Abstract. RSA is a public key encryption scheme introduced by Rivest, Shamir, and Adleman in 1978. Its security relies on
the difficulty of factoring an integer N = pq which is the product of two large prime numbers p and g. In 2018, Murru and
Saettone proposed a variant of RSA, based on the cubic Pell curve with a modulus of the same form. Recently, Seck and
Nitaj extended the scheme of Murru and Saettone to a prime power modulus of the form N = p”g® where the ciphertexts
C are represented as elements of Z/NZ x Z/NZ x Z/NZ, with a size of 3log,(N). In addition to the difficulty of factoring
composite integers, the security of the scheme of Seck and Nitaj is based on Rabin’s trapdoor one-way function. In this
paper, we propose a new variant of the scheme of Seck and Nitaj where the ciphertext size is reduced to a size 2log,(N)
instead of 3log,(N) for a fixed modulus N. This achievement is made possible through the incorporation of encoding and
compression functions.
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1 Introduction

In 1976, Diffie and Hellman introduced the notion of a trapdoor one-way function, which allows
two different entities to share the same secret key via a non-secure channel [14]. In 1978, the RSA
cryptosystem was published by Rivest, Shamir, and Adleman [33]. RSA is suitable for both encryp-
tion and digital signature. In RSA, the public key is represented as pk = (N, ¢), and the private key
as sk = (N,d), where N = pq is the product of two prime numbers p and 4. The public exponent
e > 3 and the private exponent d are chosen so thated =1 (mod (p—1)(g—1)). To encrypt a message
m € Z/NZ with the public key pk = (N, e) or to decrypt a ciphertext c using the private key sk = (N, d),
the function f;(y) = ¥° (mod N) is applied, where (s,y) = (e,m) for encryption and (s,y) = (d,c) for
decryption.

The security of RSA is based on the difficulty of factoring large composite integers of the form
N = pg. Certain vulnerabilities of RSA are known for specific forms of the prime factors p and g,
or for the public exponent e and the secret exponent d [45}, (29} [5 7} 8], 9} [12} |44, 43]]. For example,
one can use Wiener’s attack [43] to efficiently recover the private exponent d when g < p < 29 and
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d< %Nlﬂl. Using Coppersmith’s method [12]], Boneh and Durfee [9] have improved the bound up to
d < N%292_On the other hand, RSA is vulnerable to Hastad’s broadcast attack [18} 5] when e is small.

To design more efficient, and more resistant schemes than the standard RSA, numerous variants
have been proposed. For instance, Takagi [42] proposed a variant of RSA with the modulus N = p*q
to achieve a faster decryption process than RSA. This construction was later generalized by Lim,
Kim, and Lee [25] with the modulus N = p"g°. Other variants of RSA have been proposed over
non-singular or singular curves when a certain ring can be defined. Koyama, Maurer, Okamoto,
and Vanstone [22] proposed three RSA-like cryptosystems, called KMOV, based on supersingular
elliptic curves Ej, : 2 = x> + b over Z/NZ with N = pg and p = q = 2 (mod 3). In 1993, Demytko
[13] proposed an RSA variant over elliptic curves in Weierstrass form E,j : y> = x> + ax + b where
only the x coordinates instead of the full points are used in the computations. A fast RSA type
scheme based on the singular cubic curve y? + axy = x> (mod N) was proposed by Koyama [21] in
1995. In the same year, Kuwakado, Koyama, and Tsuruoka [23]] proposed another RSA-type scheme
based on singular cubic curves y? = x> + bx?> (mod N). Later on, Boudabra and Nitaj [10, [I1] have
proposed two variants with a multi-power modulus N = p”g°, the first one is based on supersingular
elliptic curves Ej : p2 = x> + b and the second one on Edwards curves E; : —dx? +y% = 1 + dx?y>.
In 2018, Murru and Saettone [28] proposed an RSA-like cryptosystem over the cubic Pell curve C, :
x3+rp3+7223-3rxyz=1 (mod N) with a modulus N = pg. Their scheme was recently generalized by
Seck and Nitaj [39] over the cubic Pell curve with a prime power modulus N = p"g°. In the scheme of
Seck and Nitaj, the ciphertext has size 3log,(N), and its security is based on the difficulty of factoring
composite integers, and on Rabin’s trapdoor one way function [31]].

Our Contributions : In this paper, we propose a new RSA-like cryptosystem using the arithmetic
of the cubic Pell curve C,(N): x>+ ay® + a%2z3 - 3axyz =1 (mod N) where N = p’g°. The advantage of
the new scheme over the scheme of Seck and Nitaj is that the bit-size of the ciphertext is minimized
from 3log,(N) to 2log,(N). This bit-size reduction is possible by using encoding functions. Notice
that, for several applications and design of cryptographic primitives, various encoding functions
over finite fields have been proposed in the last decade for both elliptic and hyperelliptic curves
l6, 120, 1614, [37,38].

We summarize our contributions as follows.

l
e First encoding functions : For a modulus N = l_[pi where, for i = 1,2,...,1, p; is a prime
i=1
number, p; # p; if i # j, and p; =2 (mod 3), we construct an injective and invertible encoding
from Z/NZ into the cubic Pell curve C,(N): x> +ay> +a%z% - 3axyz = 1 over Z/NZ. To this end,
we adapt the cube-root encoding technique of Boneh and Franklin [[6] as well as the technique
of Icart[20] for elliptic curves to the cubic Pell curve.

e Second encoding functions : For the modulus N = p"g° with r,s > 1, and p=¢g =1 (mod 3),
we construct an efficient injective and invertible encoding that sends an element (m,,m,) €
(Z/NZ) x (Z/NZ) into a point (x,y,z) € C,(N) using the isomorphism constructed by Dutto
and Murru [15] for the cubic Pell curve. This encoding function is used in our new scheme,
especially in the reduction of the ciphertext.

e A new cryptosystem : We propose a new public key encryption scheme which is a generaliza-
tion of the scheme of Murru and Saettone [28]]. In the new scheme, we use a modulus of the
form N = p"g°. The main advantages of our construction over the scheme of Seck and Nitaj
[39]] are two folds. (i) For a fixed modulus N, the ciphertexts of our scheme are of size 2log,(N)
while they are of size 3log,(N) in the scheme of Seck and Nitaj. This improvement is possible
by using injective and invertible encoding functions into the cubic Pell curve. (ii) Our scheme
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can be used as a digital signature scheme while no such transformation is known for Seck and
Nitaj cryptosystem.

e Security analysis : We analyze the security of the new scheme, specifically by studying its
resistance to algebraic attacks based on the continued fraction algorithm and Coppersmith’s
technique. We also discuss how to get the CCA security using the OAEP transformation [3}[17,
40].

A proof of concept implementation of our scheme with SimulaMath [41]] and SageMath [35] is pro-
vided in [36]].

Paper Organization : The rest of this paper is organized as follows.
In Section 2, we recall some properties related to cubic residue modulo a prime, encoding functions
and the arithmetic of the cubic Pell curve, especially over the ring Z/ nZ. In Section [3} we construct
encoding functions into the cubic Pell curve over Z/nZ when N = ]_[l 1Pi, pi =2 (mod 3). In Section
[4, we present our new scheme. The security analysis of our scheme is presented in Section [5] We
conclude the paper in Section [6]

2 Preliminaries

In this section, we revisit some properties concerning cubic residues modulo prime powers and en-
coding functions into elliptic curves, with a particular emphasis on the Boneh and Frank]in encoding|l6]].
Additionally, we explore properties associated with the cubic Pell curve C, : x3 +ay® +a%z3 - 3axyz = 1
over a field [F or the ring Z/NZ where N = p"g° is a prime power modulus.

2.1 Cubic residues modulo prime powers and encoding functions

Definition 2.1 (cubic residue). Let p be a prime number. We say that an integer a is a cube (or cubic
residue) modulo p if the equation x> = a (mod p) has at least one solution; otherwise, a is a cubic
non-residue modulo p.

Theorem 2.2 ([34]). Let n = p” be a prime power integer. If k is a positive integer and a is an integer
relatively prime to #, then the congruence x* = a (mod n) has a solution if and only if

a®m/d = (mod n),

where d = gcd(k, ¢(n)) and ¢(n) = p"~!(p - 1). If the congruence has a solution, then it actually has d
incongruent solutions modulo 7.

Corollary 2.3. Let p be a prime number. An integer a is a cubic residue modulo p if and only if aP~1)/ged(3p=1) =
1in Z/pZ.

Lemma 2.4 ([6) 20]). Let q = p" be a prime power with p = 2 (mod 3) and |, be a finite field with q
elements. Then the map

F,>F:x— x>
is a bijection and the inverse function is given by

) /3 _ o 2t

F,->F:y—y / =y3.
The previous map allows to construct injection encoding functions into elliptic curve E,; : y? =
+ax+ b over [F,.
An elliptic curve E over I, is called supersingular if it has exactly p + 1 points. When p = 2
(mod 3), the following result shows a first encoding in elliptic curves.

53
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Lemma 2.5 (Boneh-Franklin encoding [[6]]). Let Ej, : v? = x> + b be a supersingular elliptic curve over F,
with g =p", p> 3, and p =2 (mod 3). Then the map

2q-1
3

¢1:F, > Epium ((u2—b)7,u)
is a one-to-one encoding and its inverse is given by (x,y) € E, -y € IF,.

2.2 The cubic Pell Curve over fields

The Pell hyperbola Hy : x> — dy? = 1 can be generalized in the cubic setting as
Co: X +ay’ +a%2% - 3axyz = 1.

Let IF be a field and let a € [F. Define the quotient ring R, = F [t]/(t3 - a) where an element w € R, is

represented as w = x +yt + 2zt with (x,y,z) € F3. The product of two elements w; = x; +y;t+2z;t> and
wy = X5 + Yot + 2,12 of € R, is defined by (see [1])

wy ®wy = (X1 + (Y221 +122)) + (X291 + X192 + 21 2)t + (Y102 + X221 + X, 2)t%.
The norm of w = x + yt + zt? is defined by

273 — 3axyz.

N,(w) = x>+ ay3 +a
Consider the set U, of unit elements defined as
U, = {x+yt+zt2 ER,: x3 +ay3 +a’z% - 3axyz = 1},
and consider the cubic Pell curve over [F

Ca= {(x,y,z) eF’:x3 +ay3 N 3axyz = 1}.

The natural product on ¢/, induces the generalized Brahmagupta product on C, that we also denote
by @. This product is defined as follows:

w1 ®wy = (X% +a(Y221 +Y122), X291 + X1Y2 +A2122,Y1Y2 + X221 + X123),

where wy = (x1,91,21) € C, and w;, = (x2,95,25) € C,. Notice that (C,,®) is a group with neutral element
(1,0,0), and the inverse of w = (x,,z) is given by w™! = (x? —ayz,az? — xy,y* — x2).
Consider the quotient ring B, = R:/F*. Then, an element w = [x + pt + zt*] = (x : v : z) € B, is an

equivalent class defined by
(x:p:2) :w:{/\x+/\yt+/\zt2 elF[t]: /\EIP*}.
Any element (x: y : z) € B, can be rewritten as follows

(xp:yp:1) ifz=0,
(x:9:2)=4(x,:1:0) ifz=0andy=0,
(1:0:0) ify=2z=0.

With the product &, B, is a commutative group with identity (1 : 0 : 0) and inverse of (x: v : z) is

given by (x> —ayz: az’ — xy : y? - xz).
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Theorem 2.6 ([15]). Let IF, be a finite field with g =1 (mod 3). Let b a non zero element of [F; and
a= b3 The map
¥y (Bg, @) — (Coy @)
13+ 202 1(m? + bmn + b*n?) + b*mn(m + bn)
Nq((1,m, n)) '
b2m3 + 2m(12 + b2In+ b*n?) + bin(l + b*n)
Nq((1,m,n)) ’
b>n3 + 2bn(1? + blm + b*>m?) + Im(l + bm)
bN,((I, m, n))

(I:m:n)—

is a group isomorphism and the inverse z,l)gl is given by :
¥, (Cor®) — (B,, @)
(x%,9,2) = (b*(1 +2x —by —b%2) : b(1 —x + 2by — b%z) : 1 — x — by + 2b*z)

2.3 The cubic Pell Curve over Z/nZ with n = p’g¢°

Proposition 2.7 ([39]]). Let N be integer greater that 3. Let a be an element of Z/NZ. The cubic Pell curve
Co(N):x3 + ay3 +a’z® - 3axyz=1 (mod N),

is nonsingular.

Theorem 2.8 ([39]]). Let p,q be two prime numbers with p,g =1 (mod 3), p # q. Let r and s be two
positive integers and N = p"g°. Define the values

Pi(N)=p* gD (p2 1 p+1) (> +9+1),

$o(N) = 2 Vg2 D (p - 1)%(g - 1)?,

P3(N) = Vg? D (p? 1 p+1)(g-1)%, W
P4(N) = p2 g2 (p 1) (g2 + g + 1),

For a € Z/NZ with gcd(a, N) = 1, the number of solutions of the cubic Pell curve equation x> + ay> +

a’z® - 3axyz=1 (mod N) is then

¥1(N) ifagR3(p)and ag R3(q),
,(N) ifaeR3(p)and aeR3(q),
|Cu(N)| = . 3 3
P3(N) ifaeR’(p)and acR>(q),
P4(N) ifaeR3(p)and ae R3(q).

where R3(p) is the set of the cubic residues modulo p, and R3(q) is the set of the cubic residues
modulo g.

A scalar multiplication ® can be defined over C,(N) as follows. For a solution w = (x,y,z) € C;(N)
and an integer n > 1,
ne(x,v,2z)=(xv2)®(xv,2)®(x7,2)...0(x,9,2).

n times

93
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Lemma 2.9 ([39]). Let C,(N) be the set of the solutions of the cubic Pell curve x*+ay3+a®z3—3axyz = 1 in
(Z/NZ)>. Then (C,(N),®) is an abelian group with order |C,(N)|. The neutral element of C,(N) is (1,0,0)

and the inverse of a solution (x,v,z) € C,(N) is (x2 —ayz,az® - xy,y* - xz) (mod N). Furthermore for any
positive integer k, and any solution (x,y,z) € C,(N),

(1+kICaN)) ©(x,,2) = (x,9,2).

In C,(N), the addition (x1,v1,21)®(x2,¥2,2,), the doubling 2®(x1,v;,2;), and the scalar multiplica-
tion by an integer n® (x1,y1,2;) are summarized in the following algorithms [39].

Algorithm 1 Addition in C,(N)

Input: N =p"g®, a € Z/NZ\{0}, and (x1,91,21), (X2,¥2,22) € C4(N).
Output: (x3,93,23) = (X1,91,21) ® (x2,92,22) € Co(N).

X3 = Xx1X +a(y21 +9122) (mod N).

V3 =XpY1 +X1Yp +4a212) (mod N)

23 = Y1Y2 + X221 + X172, (mod N).

Return (x3,73,23).

Algorithm 2 Doubling in C,(N)

Input: N =p"g°, a € Z/NZ\{0}, and (x1,y1,21) € C4(N).
Output: (x3,93,23) = 2®(x1,91,21) € C4(N).

1: x3 = xf +2ay,z; (mod N).

20 Y3 =2x191 + azf (mod N).

3: z3 = ylz +2x12z; (mod N).

4: Return (x3,73,23).

Algorithm 3 Left-to-right scalar multiplication in C,(N)
Input: N =p"g®, a € Z/NZ\{0}, (x1,v1,21) € C4(N), and an integer n > 2.
Output: (x2,92,22) =n®(x1,91,21) € Ca(N).
1= (Ng_1Mg_p... N Mg),.
(x2,92,22) = (1,0,0).
: for i from k — 1 downto 0 do
(X2,92,22) = 2@ (X2, 92, 22).
if n; =1 then
(x2,2,22) = (%2,92,22) ® (X1, V1, 21)-
: Return (x5,9;,25).

NI »Nn T

3 Encoding into the cubic Pell curve
In this section, we construct two encoding functions into the cubic Pell curve
Ca(N): %% +ay’ +a?2° - 3axyz =1

over Z/NZ.
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3.1 Encoding into the cubic Pell curve when N = ]_[521 p; with p; =2 (mod 3)
The following result will be used to construct the first encoding.

Lemma 3.1. Let N = ]_[521 p; with distinct prime factors, and (N) = ]_[i-zl(pi —1). Then, forallae Z/NZ
and all k > 1,
PN+l =5 (mod N).

Proof. For a = 0, we have 0¥¢(N)*1 = 0 (mod N). Suppose that a € Z/NZ with 0 < a < N. Then
a =ayay where gcd(a;,N) =1, and gcd(ap, N) = q; ... g, where each g; is a divisor of N. Set Q = g;...4,,
and P = % Let k be a positive integer. We have

RPN+ a11<4>(N)+1al§¢(N)+l - a1a1;4>(N)+1 (mod N). (2)
Since gcd(P,a;) =1, then
aI;(P(N) = (a];¢)(P))(P(Q) =1 (mod P),
or equivalently agd)(N) =1+ Pz with an integer z. Since a, =0 (mod Q), then
a§¢(N)+1 =a,(1+Pz)=ap,+Payz=a, (mod N).
Plugging this in , we get a*?™N)+l = 5,4, =g (mod N). ]

The following result concerns the cube map.

Proposition 3.2. Let N = ]_[5:1 p; with distinct prime factors, p; =2 (mod 3), and ¢p(N) = ]_[Ll(pi -1).
The function
:Z/NZ —Z/NZ: x x>,
is a bijection and its inverse is given by
2¢(N)+1

W1 Z/NZ —SZ/NZ:y+—y 5 .

Proof. Since N = ]_[L1 p; with p; =2 (mod 3), then p;—1 =1 (mod 3), and

l
N =] [(pi-1)=1 (mod 3).

i=1

Hence 2¢(N)+1=0 (mod 3), and w is an integer. This sows that 1)~! is well defined.

To show that 9 is bijective, if suffices to show that ¢op~! = 1,/n7 and that p~! op = 1,/57. Using
Lemma 3.} we get
plop(p)=poyp(yp) =p? ™M =y (mod N).

O

The following result shows how to encode from Z/NZ into the cubic Pell curve C,(N). It employs
a technique similar to the Boneh-Franklin encoding defined in Lemma|2.5

Proposition 3.3. Let N = ]_[521 p; with distinct prime factors, p; =2 (mod 3), and ¢(N) = ]_lgzl(pi -1).
For a € Z/NZ with a # 0, let Co(N) : x* + ay® + a®z% — 3axyz = 1 be a cubic Pell curve over Z/NZ. The
map

fo:Z/NZ —Cy(N):u > ((1 —au3)2¢(§])+l,u,0).

is an injective and invertible encoding.

95
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Proof. For u € Z/NZ, let x = (1 - au?’)w(igl)+1 (mod N), y = u (mod N) and z = 0 (mod N). Then,

using Lemma [3.T], we get

X3+ ay3 +a’z’ - 3axyz=(1—-au )2¢( "Yaud=1-au’+au®=1 (mod N).

Thus f, is well defined. Clearly f, is injective, and for any (m,u,0) € Im(f,), f,(u) = (m,u,0). This
show that f, is invertible. O

Notice that in the previous Proposition, we have encoded an element u € Z/NZ into a point in
the form (x,,y,,0) € C,(N). One can also encode an element v € Z/NZ into a point in the form
(x4,0,2,) € C,(N) by the map

2¢
2 Z/NZ —Cy(N):v - ((1 —a2v3) ’ ,0,1}).

Similarly, an element w € Z/NZ can be encoded into a point in the form (0,yy,z,) € C,(N) by the
map

[z

h,:Z/NZ —C,(N):wt> (0,(a_1 (1 —a2w3))2{p,w).

3.2 Encoding into the cubic Pell curve when p; =1 (mod 3)

In this section, we consider the situation where the modulus is in the form N = p"¢® with small
positive integers r and s, where p, g are two distinct primes satisfying p,g =1 (mod 3).

An encoding function. Let N = p"g° be a prime power modulus, and b € Z/NZ with b = 0. The map
Yy, in Theoremcan be used to encode into the cubic Pell curve C,(N) : x* + ay® + a%z% - 3axyz = 1
(mod N) where a = b3 (mod N). In Algorithm |4, we show how to encode an element (m,, my) €
(Z/NZ)x (Z/NZ) into a point (x,y,z) € C,(N) using .

Algorithm 4 The encoding algorithm Encode2Curve((m,,my),b,N)

Input: An integer N, an element b € Z/NZ, a couple (m,, m,) € (Z/NZ)?

Output A point (x,y,2) € C,(N) with a = b* (mod N).

a:=b® (mod N);

(L m,n):= (my, my,1); >(l:m:n)eB,
xp := 13+ 2b%1(m? + bmn + b>n?) + b*mn(m + bn) (mod N);

vy := b2m3 + 2m(1% + b2In + b*n?)+ bln(l + b*n) (mod N);

zy:=bnd + 2bn(l2 +blm+b*>m?) + Im(l + bm) (mod N);

g := (I3 +am3 +a’n3 - 3almn) (mod N)

X = (x2g ) (mod N); y := (yzgfl) (mod N); z:= (22(bg)*1) (mod N);

return (x,9,z)

A straightforward calculation shows that

x>+ ay3 N 3axyz =1,
and that Algorithmis correct. Moreover, this algorithm is well defined if and only if g := x3, +ay3, +
a® - 3ax,,v,, (mod N)and b are invertible in Z/NZ, that is gcd(bg,N) = 1. This condition is satisfied
with overwhelming probability since otherwise, a factor of N can be found. So as well as the problem
of factoring large composite integers is difficult, we can assume that g and b are invertible modulo
N.
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Decoding function. The map l,bb_l in Theoremcan be used to decode from the cubic Pell curve
Co(N):x3 +ay® +a%2z% - 3axyz=1 (mod N) where a = b> (mod N). In Algorithm we show how to
decode a point (x,7,z) € C,(N) to get the corresponding point (1, m,) € (Z/NZ)? using 1,[);1.

Algorithm 5 The decoding algorithm DecodeFromCurve((x,v,z),b,N)

Input: Aninteger N, b€ Z/NZ, (x,v,z) € Co(N) with a = b3.
Output: (my,my) € (Z/NZ)*.

1: a:=b3 (mod N);
2: x5 :=b?(1 +2x-by—b?z) (mod N);
3: v :=b(1 —x+2by—b%z) (mod N);
4 zy:=1-x-by+2b%z (mod N);
5
6
7

: g:=2,' (mod N)
: my = (x2¢) (mod N); my :=(y2g) (mod N); > (my:my:1)€B,
: return (m,, my)

Notice that in the computation of DecodeFromCurve((x,v,z),b,N), the point (x; : v, : z;) € B, can
be uniquely represented in the form (x,/z; : y,/z; : 1) as well as z, is invertible modulo N, which
will happen with overwhelming probability. Also the following properties hold, with overwhelming
probability

DecodeFromCurve (EncodeZCurve((mx, my),b,N),b, N) = (my, my), (3)

and

Encode2Curve (DecodeFromCurve((x,v,z),b,N),b,N) = (x, 7, 2). (4)

4 A New RSA-like Scheme

In this section, we propose a new public key encryption scheme as an RSA variant. It could be also
categorized as a variant of the scheme of Murru and Saettone [28]] for two reasons.

e In our scheme, the modulus is N = p"g°, while it is N = pgq in the scheme of Murru and Saettone.

e In our scheme, we use cubic residues a = b> (mod N) to construct the cubic Pell curve, while in
the scheme of Murru and Saettone, a is a cube non-residue. As a consequence, in our scheme,
the public and the private exponents satisfy ed = 1 (mod p>"~1g2¢~1(p-1)%(g—1)?) while they
satisfy ed =1 (mod (p2 +p+ 1)(q2 +q+ 1)) in the scheme of Murru and Saettone.

4.1 The new scheme

In the following Figure [T} we describe the template of our scheme. It uses encoding/decoding func-
tions and compression/decompression functions.
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Cubic Pell

Curve

Figure 1: Template of our public key encryption scheme with compression

The key generation, encryption, and decryption phases are described in Algorithm [6] [7] and

respectively.

Algorithm 6 Key Generation

Input: A security parameter A, and two small positive integers r and s.
Output: A public key pk and a private key sk.

o

1: Choose randomly a prime number p of A bits with p=1 (mod 3).

2: Choose randomly a prime number g of A bits with g =1 (mod 3).

3:

4: Choose randomly an integer b € Z/NZ such that a = b> (mod N) is nonzero cubic residue mod-

Compute N =p’g°.

ulo p and modulo g.
Choose an integer e € Z/NZ with gcd (e,pq(p—1)(q—1)) = 1.
Compute

d=e' (mod p*"Vg?(p-1)(g-1)?).

7: The public key is pk = (N, b, e).
8: The private key is sk = (N, b,d).
9: Return the key pair (pk, sk).

Algorithm 7 Encryption Process

Input: A message M = (xpr,Vp) € (Z/NZ) x (Z/NZ) and a public key pk = (N, b, e).
Output: The ciphertext of M.

@ N7

>

Compute a:= b3 (mod N);

(x,v,2) :== Encode2Curve((xp, vap), b, N); > Encoding of M into C,(N)
Compute C = (x¢, V¢, 2¢) 1= e®(x,7,z) on the cubic Pell curve C,(N);
(cx, ¢y) := DecodeFromCurve(C, b, N); > Compression of C

Return the ciphertext ctx = (cy, ¢y).
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Algorithm 8 Decryption Process

Input: A ciphertext ctx = (cy,¢y) € (Z/NZ)?* and a private key sk = (N, b,d).
Output: The decryption of C.

1: Compute a:=b> (mod N);

2 (x¢,¥c z¢c) := Encode2Curve((cy, ¢y), b, N); > Decompression of the ciphertext
3: Compute (x,7,2) :=d ® (xc, V¢, 2¢) on the cubic Pell curve C,(N);

4: (X, V) := DecodeFromCurve((x,v,2),b,N); > Decoding of the point (x,y,z)
5: Return the plaintext (x,,, v,,)

Notice that at Line 4 in the encryption Algorithm |7} the compression function specified in the
template of our scheme (Figure ] is instantiated by the decoding function DecodeFromCurve which
is the inverse of encoding function Encode2Curve. It means that in our scheme, the compression
function and the decoding function are the same as well as the decompression function and the en-
coding function.

Encryption/Decryption Failures : The encryption process of a message M = (xp;, ypr) € (Z/NZ) x
(Z/NZ) tails when the encoding into C,(N) of (xy, yp1) or the compression process DecodeFromCurve(C, b, N)
in Line 4 of Algorithm[7|fails. This occurs only when g defined in Algorithm[d]and[5]are not invertible
modulo N. We know that with overwhelming probability gcd(g, N) = 1; otherwise, a factor of N can
be efficiently found. Similarly, the decryption process of a ciphertext ctx = (cy, ¢y) € (Z/NZ)? will be
done correctly; otherwise, a factor of N can be found. Therefore, we can assume that the encryption
and decryption process will be error-free whenever the problem of factoring large composite integers
N is difficult.

4.2 A numerical example for the new scheme

In this subsection, we present a numerical example with all computation details. Notice that a proof
of concept implementation of our scheme with SimulaMath [41] and SageMath [35] is provided in
[36].

* Key Generation: Let p =877636073161, g =427943630539, r =1 and s = 2. Then
N=px q2 =160726541291854510481081390266346881.
Consider the parameters

e=130172055750281760449762497750803727,
b=8919653598497184929883898221860016.

We can then compute

Pp(N)=p*Dg? D (p—1)* (g - 1)?
= 2583302107546261247071351601005913162322110106588\
6025452264850972934400,
d=e!' (mod P(N))
=22008866449633569589025354096989208167393276780961\
045235918145369812463.

The public key is pk = (N, b, e) and the private key is sk = (N, b, d).
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* Encryption : Consider the plaintext M = (my,m;) with

my =30119327069956535343293582428481497,
my = 87449607717583963216974038660591367.

To encrypt using the public key pk = (N, b, e), one first computes
a=b’ (mod N)=110984846909034778402177655906954357,
and defines the cubic Pell curve
Co(N):x3+ ay3 +a’z® - 3axyz=1 (mod N).

One then encodes the message (my,m,) into C,(N) using Algorithm (4, This gives (xpg, Va1, 2um)
with

xp = 140951064022017564592779260398752129,
vy = 148299166162508601153120654776829594,
zyp = 145736964847022157345025797688945229.

Then, one computes (xc,vc,zc) = e ® (xp, Vv, 2p) on Cy(N) using Algorithm This gives

xc =61400146515021299784450682204296604,
yc =11022542566060599320035499687366642,
zc =61507634494621967923675058386448309.

To compress (x¢, V¢, 2¢), one uses Algorithm This gives (cy,c;) where

c1 =119272817221858365069165947063984272,
c, =108837536797780384448758029507481222.

Then (cy,¢,) is the ciphertext to be transmitted to the recipient.

Decryption : To decrypt the ciphertext (cy,cy) using the private key sk = (N,b,d), one first
decodes it to (x¢, V¢, z¢) using Algorithm and obtain

xc =61400146515021299784450682204296604,
yc =11022542566060599320035499687366642,
zc =61507634494621967923675058386448309.

Then, using Algorithm one computes (Xpg, Yar, 2p) = d Q (xc, Y, 2¢) on C,(N), and obtain

xp = 140951064022017564592779260398752129,
yp = 148299166162508601153120654776829594,
zy = 145736964847022157345025797688945229.

Finally, one decodes (xs, a1, zp) using Algorithm [5]to get the plaintext M = (1, m;) with

my =30119327069956535343293582428481497,
my = 87449607717583963216974038660591367.



A New Public Key Encryption Scheme Based on the Cubic Pell Curve Using Encoding Functions

5 Security Analysis

In this section, we analyze the security of the new scheme by presenting two possible attacks. The
first attack is based on the continued fraction algorithm, and the second is based on Coppersmith’s
method [12]. Both attacks are based on the modular relation ed =1 (mod p>"~1g2s-1(p-1)3(g-1)?)
between the public exponent e and the private exponent d.

5.1 A possible attack with the continued fraction algorithm
In [39], Seck and Nitaj studied the equation

and showed that, when 4 is sufficiently small, it can be found among the denominators of the conver-
gents of the continued fraction expansion of 3. The bound of d is presented in the following result.

Theorem 5.1. [39] Let N = p"¢°® be a prime power modulus with g < p < 2q. Let e be a public ex-
ponent, and d be the private exponent satisfying d = ™! (mod $(N)) where (N) = p>(r=1 g2~ (p -
1)2(g—1)%. If e<(N), and

V2

1
d < _N 2(r+s) )
4

then one can find d and factor N in polynomial time.

5.2 A possible attack with Coppersmith’s method

Coppersmith’s method [12] is a technique based on lattice basis reduction used to find the small
solutions of polynomial equations. It is intensively deployed for the cryptanalysis of RSA and its
variants. For univariate polynomial equations, it relies on the following two important results.

Theorem 5.2 (LLL [24, 27])). Let £ be a lattice with a basis (uy,...,1,). The LLL algorithm outputs a
new basis (by,...,b,) of L satisfying

w(w-1) 1
1]l < ... <||bil] < 2%@+ =0 det(L) a1,
fori=1,2,..., .

Theorem 5.3 (Howgrave-Graham [19])). Let h(x) = Y a;x' € Z[x] be a polynomial with at most w
monomials and norm
Il =) a?.

Let M be a positive integer. If |[y| < X, and

h(y)=0 (mod M), [h(Xx)|< \]/\4—5,

then h(y) = 0 holds over the integers.

Using the former two theorems, the following result gives a lower bound for d in our scheme. Note

that, in [26} 30], related methods have been used to solve the equations ed = 1 (mod p"~!'4*~!) and

ex =z (mod p"~!g°!) respectively.
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Theorem 5.4. Let N = p"g® be an RSA prime power modulus with 7 > s > 1 where p and g are of the
same bit-size. Let e be a public exponent satisfying ed = 1 (mod p>"1g>s=D(p — 1)2(q - 1)?) with
d < N°. Then, one can factor N in polynomial time if

2(3r+5)

0<2— .
(r+5)2

Proof. Let N = p"q® with r > s > 1, and (N
(mod ¥(N))implies thated—1 = (mod p 2(r-1
of the equation f(x) = x —a modulo p?("~1)g?

Let m, t;, and t, be three parameters to be optimized later with t; <t,. Let

ko = F(r—l)tl —r(s—l)tﬂ;

) = p2r- 1)qz(s’l)(p 1)?(qg — 1)?. The equation ed = 1
)g?(s ( D). Leta=e! (mod N)2. Then x, = d is solution
1)

r
(s—

r—s

be the smallest integer k such that

We can check that kg < t1 < t,.
For k =0,...,m, consider the polynomials

f(x)k if t, <k,
2(s—1)(tp—k)
Gelx) = L FrNT 5 ik <k <ty
r [Z(r—lr(rl—k)'| )
FN if k < ko.

Since f(xg) =0 (mod p2("~1g26=1)) then we get
Grl(xg) =0 (mod pr~Dhg2ls=hiiz),

Let X = N° be an upper bounds for x, = d. Consider the lattice £ generated by the matrix where
the rows are spanned by the coefficients of the polynomials Gi(xX). The matrix is triangular if we
consider the ordering Gi(xX) < Gy (xX) if k < k’. Similarly, the columns are ordered following the
rule that x¥ < x*" if k < k.

Since the matrix of the lattice is triangular, its determinant is the product of the diagonal terms,
that is

det(£) = XXN°V, (5)

where ex = Y }' (k = $m(m + 1). The dimension of the lattice is @ = Y }' ;1 = m + 1. Using ky, the
exponent ey can be computed as

qngi{ur-ggl—mw+ii{zg-lﬁb—kwl
k=0

k:ko
We set t; = 1ym, and t, = T,m. Then, the dominant parts in ex and ey are
ex = =+ o(m?), (6)
2
r—1
r(r—s)

eN = (rs(rl —Tz)z+27’T1T2—7’T22—S’C12)m2+0(mz). (7)
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Next, apply the LLL algorithm to the lattice £. It outputs a new matrix with reduced vectors. Collect-
ing the rows of the new matrix, we build @ polynomials h;(xX) with j = 1,..., w satisfying h;(xy) =0
(mod p?(r=Dhg2(s-1)t2) Taking i =1 in Theorem we get

Iy (X)) < 2°7 det(L).

Then, to use Theorem [5.3], we let

2r-1)t; ,2(s=1)t,

q

w-1 1 p
27 det(L)w <
(£) N

Since p and g are of the same bit size, then p ~ g N, Using this with det(£) = X**N®N where
X = N?, the former inequality becomes

2(r=1)t1 +2(s—1)tp
r+s

Vo

Then, using t; = m1y, t; = mt,, @, , and solving the former inequality, we get 6 < F(7y, ;) where

1

(NoexNev ) <

w-1

271

F(ty, 1) = 4((r - l)Tr1++s(S— 1)7)) ii:::)) (rs(rl P B pe——— —5112).

The optimal values for 7; and 7, are obtained by solving the system of equations

JF JF
5 » = 01 =5 , = 0
o, (11, 72) 7% (11,72)
This gives the following values
-2
[0 MrEs=2) oy

r24+rs—r—s

Plugging these values in the bound of o, we get

(0) _(0) 2(3r +5)
6<F(T1 ,Tz ):2—W.

Under this condition, one can solve the equation h;(x) = 0 over the integers and get the root xy = d.
Then, using d, we get

g =ged(ed—1,N?) = p2rDg26-1) po— N_’

and finally

This completes the proof. O]
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5.3 On IND-CPA and CCA Security

It is well known that deterministic public key encryption schemes, including plain RSA, are not se-
cure neither under the chosen-ciphertext attack (CCA) [2] nor meet the indistinguishability under
chosen-plaintext attack (IND-CPA) [2]. Bellare and Rogaway [3] published the Optimal Asymmetric
Encryption Padding (OAEP) framework at Eurocrypt 1994, which can transform a partial-domain
one-way trapdoor permutation scheme into a CCA [2] secure cryptosystem in the random oracle
model. When the OAEP transformation is instantiated with plain RSA, we get the RSA-OAEP cryp-
tosystem which is shown to be CCA2 secure [17] in the random oracle model under the RSA assump-
tion. Later Shoup [40, [32] proposed OAEP+ transformation, a slight modification of OAEP which
allows to get a CCA secure cryptosystem from a one-way trapdoor permutation scheme.

To transform our scheme into an IND-CPA and CCA secure public key encryption scheme, we
apply the OAEP+ framework as follows.

Let N =p"q® be a k + 1 bit integer with p and g prime. Let (KGen, £, D) our public key encryption
scheme defined by Algorithms|[6} [7/]and [8] Let n, ko and k; be integers such that n+k; =k and ko < k.
Define the random functions G : {0,1}%0 — {0,1}", H : {0,1}"*%1 — {0,1}% and H’:{0,1}"*%0 — {0, 1}k.
For a binary vector b = bgb1b;...b;bj,1...bjbjy1 ... by, we denote by b[i...j] the partial binary vector
bibiy...b;.

* Key Generation: Generate (pk, sk) with Algorithm @ Then the public key is the function &y :
(x1,x3) — E((x1,x,), pk), and the private key is the function Dy : (v1,v2) — D((y1,v2), sk).

* Encryption process: To encrypt a message m € {0, 1}" with the public key £, proceed as fol-
lows. First, pick a random value r € {0,1}%. Then compute s = (G(r) @& m) || H'(r || m) and
t = r @ H(s) where || means concatenation. Finally, output ¢ = (s, t).

* Decryption process: To decrypt a ciphertext c with the secret key Dy, compute (s,t) = Dg(c),
then r = t®H(s), m =s[0...n—-1]®G(r) and y = s[n...n+ k; — 1]. If y = H'(r || m) return m;
otherwise return L.

6 Conclusion

We presented a study of three topics related to the cubic Pell curve C,(N) : x> +ay3 +a?z% - 3axyz = 1
(mod N) where N is a composite integer, and a € Z/NZ. The first topic shows how to encode and
decode from Z/NZ into C,(N) when N = ]_[5:1 p; with distinct prime factors, p; = 2 (mod 3). The
second topic shows how to encode and decode from Z/NZxZ/NZ into C,(N)when N =p'¢’,p=q=
1 (mod 3). The third topic presents a new scheme based on the arithmetic of the cubic Pell equation,
and on encoding and decoding functions for efficiency reasons. The security of the new scheme is
analyzed.
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